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1 

This document describes the features, restrictions and guidelines, open problems, and 

workarounds for version R2308P21-EI. Before you use this version in a live network, back up 

the configuration and test the version to avoid software upgrade affecting your live 

network.  

Use this document in conjunction with H3C WX6103-CMW520-R2308P21-EI Release Notes 

(Software Feature Changes) and the documents listed in "Related documentation." 

Version information 

Version number 

Comware Software, Version 5.20, Release 2308P21 

Note: This version number can be displayed by command display version under any view. 

Please see Note①.  

Version history 

Table 1 Version history 

Version number Last version 
Release 

date 

Release 

type 
Remarks 

WX6103-CMW520
-R2308P21-EI 

WX6103-CMW520-
R2308P18-EI 

2013-04-20 
Release 
version 

 Fixes bugs.  

WX6103-CMW520
-R2308P18-EI 

WX6103-CMW520-
R2308P16-EI 

2013-03-21 
Release 
version 

 New features:  

Support encryption of 
configuration file 

 Fixes bugs.  

WX6103-CMW520
-R2308P16-EI 

WX6103-CMW520-
R2308P11 

2013-02-04 
Release 
version 

 New features:  

Support multicast 

optimization 

FIT AP products support 

local authentication 

 Fixes bugs.  

WX6103-CMW520
-R2308P11 

WX6103-CMW520-
R2308P07 

2012-09-24 
Release 
version 

 New feature: Remove 

some AP modules with 
region variant 

 Fixes bugs.  

WX6103-CMW520
-R2308P07 

WX6103-CMW520-
R2308P05 

2012-05-18 
Release 
version 

None 

WX6103-CMW520
-R2308P05 

WX6103-CMW520-
R2308P02 

2012-03-09 
Release 
version 

None 

WX6103-CMW520
-R2308P02 

WX6103-CMW520-
R2308P01 

2012-01-20 
Release 
version 

None 

WX6103-CMW520
-R2308P01 

WX6103-CMW520-
R2308 

2011-12-21 
Release 
version 

None 

WX6103-CMW520
-R2308 

WX6103-CMW520-
R2307P03 

2011-11-29 
Release 
version 

None 
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Version number Last version 
Release 

date 

Release 

type 
Remarks 

WX6103-CMW520

-R2307P03 

WX6103-CMW520-

R2307P02 
2011-11-10 

Release 

version 
None 

WX6103-CMW520
-R2307P02 

WX6103-CMW520-
R2307 

2011-10-25 
Release 
version 

None 

WX6103-CMW520
-R2307 

WX6103-CMW520-
R2306 

2011-8-29 
Release 
version 

None 

WX6103-CMW520
-R2306 

WX6103-CMW520-
R2305 

2011-7-19 
Release 
version 

Only release EWPX1WCMB0, 
LSQM1WCMB0, 

LSBM1WCM2A0、
LSRM1WCM2A1 

WX6103-CMW520
-R2305 

WX6103-CMW520-
E2303P03 

2011-6-27 
ESS 
version 

None 

WX6103-CMW520
-E2303P03 

WX6103-CMW520-
E2302 

2011-6-24 
ESS 
Version 

None 

WX6103-CMW520

-E2302 

First release on 

new branch 
2011-3-17 

ESS 

Version 

Only release EWPX1WCMD0, 
LSQM1WCMD0, 

LSRM1WCM3A、

EWPX2WCMD0 

WX6103-CMW520
-R2115P12 

WX6103-CMW520-
R2115P10 

2010-12-2 
Release 
version 

None 

WX6103-CMW520
-R2115P10 

WX6103-CMW520-
R2115P08 

2010-11-1 
Release 
version 

None 

WX6103-CMW520
-R2115P08  

WX6103-CMW520-
R2115P07 

2010-8-31 
Release 
version 

None 

WX6103-CMW520
-R2115P07  

WX6103-CMW520-
R2115P05 

2010-8-17 
Release 
version 

None 

WX6103-CMW520
-R2115P05  

WX6103-CMW520-
R2115P04 

2010-6-30 
Release 
version 

None 

WX6103-CMW520
-R2115P04  

WX6103-CMW520-
R2115 

2010-6-10 
Release 
version 

None 

WX6103-CMW520
-R2115  

WX6103-CMW520-
E2112 

2010-5-7 
ESS 
Version 

None 

WX6103-CMW520
-E2112 

WX6103-CMW520-
B2111P01 

2009-12-17 
Beta 
Version 

None 

WX6103-CMW520
-B2111P01 

Wx6103:WX6103-C
MW520-B2111 

LSRM1WCM2A1: 
WX6103-CMW520-

B2102 

2009-10-31 
Beta 
Version 

None 

Wx6103:WX6103-
CMW520-B2111 

LSRM1WCM2A1: 

WX6103-CMW520

-B2102 

First release on 
new branch 

2009-7-21 
Beta 
Version 

None 

WX6103-CMW520
-R2109P10 

WX6103-CMW520-
R2109P08 

2009-6-26 
Release 
version 

None 
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Version number Last version 
Release 

date 

Release 

type 
Remarks 

LSRM1WCM2A1:

WX6103-CMW520
-B2101P01 

First release 2009-6-26 
Beta 
Version 

None 

WX6103-CMW520
-R2109P08 

WX6103-CMW520-
R210906 

2009-6-21 
Release 
version 

None 

WX6103-CMW520
-R2109P06 

WX6103-CMW520-
R210905 

2009-5-21 
Release 
version 

None 

WX6103-CMW520

-R2109P05 

WX6103-CMW520-

R210904 
2009-4-17 

Release 

version 
None 

WX6103-CMW520
-R2109P04 

WX6103-CMW520-
R210903 

2009-3-23 
Release 
version 

None 

WX6103-CMW520
-R2109P03 

WX6103-CMW520-
R210901 

2009-2-21 
Release 
version 

None 

WX6103-CMW520
-R2109P01 

WX6103-CMW520-
R2109 

2008-12-12 
Release 
version 

None 

WX6103-CMW520
-R2109 

First time. 2008-11-6 
Release 
version 

None 

 

Hardware and software compatibility matrix 
 

 CAUTION:  

To avoid an upgrade failure, use Table 2 to verify the hardware and software compatibility 

before performing an upgrade.  
 

Table 2 Hardware and software compatibility matrix 

Item Specifications 

Product family  WX6000 series 

Hardware platform 

 H3C WX6103 Access Controller(including EWPX1WCMB0 and 
EWPX1WCMD0) 

 H3C LSQM1WCMB0 Access Controller Module 

 H3C LSBM1WCM2A0 Access Controller Module 

 H3C LSRM1WCM2A1 Access Controller Module 

 H3C LSQM1WCMD0 Access Controller Module 

 H3C LSRM1WCM3A1Access Controller Module 

 H3C EWPX2WCMD0 Access Controller Module 

Minimum memory 
requirements 

1GB 

Minimum Flash requirements 256M CF Card 
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Item Specifications 

Boot ROM Version 

EWPX1WCMB0/ LSQM1WCMB0/ LSBM1WCM2A0/ LSRM1WCM2A1:  

Basic 2.00 Extend 2.00 

(Note: This version number can be displayed by command display 

version under any v iew of Main control board. Please see Note②) 

 

EWPX1WCMD0/ LSQM1WCMD0/ LSRM1WCM3A1/ EWPX2WCMD0:  

Basic 2.00 Extend 2.00 

(Note: This version number can be displayed by command display 

version under any v iew of Main control board. Please see Note③) 

 

EWPX1G24XA0(Switch interface board):  

Basic 1.15 Extend 1.17 

(Note: This version number can be displayed by command display 

version under any v iew of Switch interface board. Please see Note

④) 

Host Software WX6103-CMW520-R2308P21-EI.bin 

iMC Version 

iMC PLAT 5.2  (E0401P05) 

iMC QoSM 5.2 (E0401)  

iMC EAD 5.2 (E0402) 

iMC TAM 5.2 (E0401) 

iMC UAM 5.2 (E0402) 

iMC WSM 5.2 (E0402) 

iNode iNode PC 5.2 (E0402) 

AP Version 

WA2100-CMW520-R1122P21 

WA2200-CMW520-R1122P21 

WA2600-CMW520-R1122P21 

WA2600A-CMW520-R1122P21 

Remark 

For E2303P03 and later versions, two certificate files named 
wlan_ca_certificate.cer and wlan_local_certificate.pfx were 

packed in the software package, which could be used by WEB in 

HTTPS mode. The password for wlan_local_certificate is h3c. 

 

Table 3 WX Series Access Controller Module Compatibility Table  

WX Series 

Access 

Controller 

Module 

Software Version Frame Software Version 

 
WX6103-CMW520-E2104 

and later version 

H3C S9512 

H3C S9508 

H3C S9508V 

H3C S9505 

S9500-CMW310-F2130 and later 
version 

The latest version: 
S9500-CMW310-R1652P08 
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WX Series 

Access 

Controller 

Module 

Software Version Frame Software Version 

LSR1WCM2A1 

 

LSR1WCM3A1 

LSRM1WCM2A1: 

WX6103-CMW520-B2102 
and later version 

LSR1WCM3A1: 

WX6103-CMW520-A2301 
and later version 

H3C S9505E 

H3C S9508E 

H3C S9508E-V 

H3C S9512E 

LSRM1WCM2A1: 

S9500E-CMW520-A1132 and later 

version 

The latest version: 
S9500E-CMW520-R1626P01 

LSR1WCM3A1: 

S9500E-CMW520-A1300D and 
later version 

The latest version: 
S9500E-CMW520-R1626P01 

LSQM1WCMB0 

 

LSQ1WCMD0 

LSQM1WCMB0: 

WX6103-CMW520-E2104 
and later version 

 

LSQ1WCMD0: 

WX6103-CMW520-A2301 

and later version 

H3C S7502E 

H3C S7503E 

H3C S7503E-S 

H3C S7506E 

H3C S7506E-S 

H3C S7506E-V 

H3C S7510E 

LSQM1WCMB0: 

S7500E-CMW520-E6200 and later 
version 

The latest version: 

S7500E-CMW520-R6708 

LSQ1WCMD0: 

S7500E-CMW520-R6616P05and 

later version 

The latest version: 
S7500E-CMW520-R6708 

H3C S7602-S 

H3C S7603 

H3C S7603-S 

H3C S7606 

H3C S7606-S 

H3C S7606-V 

H3C S7610 

S7600-CMW520- R6616P05 and 
later version 

The latest version: 

S7600-CMW520- R6708 

H3C WX7306 

H3C WX7310 

WX7300-CMW520- R6616P05 and 
later version 

The latest 

version:WX7300-CMW520-R6626 

LSQ1WCMD0 
WX6103-CMW520-A2301 
and later version 

H3C S10504 

H3C S10508 

H3C S10508-V 

H3C S10512 

S10500-CMW520-R1201P01 and 
later version 

The latest version: 
S10500-CMW520-R1208 

EWPX2WCMD0 
WX6103-CMW520-A2301 
and later version 

H3C WX6108E 

H3C WX6112E 

WX6100E-CMW520- R6616P05 
and later version 

The latest 
version:WX6100E-CMW520-R6708 
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Table 4 WX6103 Access Controller Security Module Compatibility Table  

WX6103 

Access 

Controller 

Security 

Module 

Software Version Frame Software Version 

EWPXM1FWA0 

SECBLADEIAG-CMW520-E7501 
and later version 

The latest version: 

SECBLADEIAG-CMW520-R7510P04 

H3C WX6103 
WX6103-CMW520-R2109P11 
and later version 

 

Table 5 Fit AP Compatibility Table 

AP Type AP Mode File Name 

Packed 

with AC 

Version 

Remark 

H3C WA2110-AG WA2100 

wa2100.bin Yes 

None 

3COM 7760 7760_2750(Tip) None 

3COM 8760 8760_3150 None 

3COM 3150 8760_3150 None 

H3C WA2220-AG WA2220-AG wa2200_fit.bin Yes None 

H3C WA2610E-AGN WA2610E-AGN 
wa2600_fit.bin Yes 

None 

H3C WA2620E-AGN WA2620E-AGN None 

H3C WA2612-AGN WA2612-AGN 
w2600a_fit.bin Yes 

None 

H3C WA2620-AGN WA2620-AGN None 

 

 
TIP: 

Hereby 7760_2750 is only used as a model name in the AC software. 7760 is supported but 

2750 is not. 

 

To display the host software and BootWare version of EWPX1WCMB0/ LSQM1WCMB0/ 

LSBM1WCM2A0/ LSRM1WCM2A1, perform the following:  

<H3C>display version 

H3C Comware Platform Software 

Comware Software, Version 5.20, Release 2308P21                        ------ Note① 

Copyright (c) 2004-2013 Hangzhou H3C Tech. Co., Ltd. All rights reserved. 

H3C WX6103 uptime is 0 week, 0 day, 0 hour, 13 minutes 

 

H3C WX6103 with 1 BCM MIPS 1125H 600MHz Processor 

1024M bytes DDR 

259M bytes CFCard Memory 

Config Register points to CFCARD 

 

Hardware Version is VER.B 
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CPLD Version is CPLD 010 

Backboard CPLD Version is CPLD 003 

Basic Bootrom Version is 2.00                                          ------ Note② 

Extend Bootrom Version is 2.00                                         ------ Note② 

[Subslot 0]EWPX1WCMB0  Hardware Version is VER.B 

 

To display the host software and BootWare version of EWPX1WCMD0/ LSQM1WCMD0/ 

LSRM1WCM3A1/ EWPX2WCMD0, perform the following:  

<H3C>display version 

H3C Comware Platform Software 

Comware Software, Version 5.20, Release 2308P21                        ------ Note① 

Copyright (c) 2004-2013 Hangzhou H3C Tech. Co., Ltd. All rights reserved. 

H3C WX6103 uptime is 0 week, 0 day, 0 hour, 2 minutes 

 

H3C WX6103 with 1 RMI XLR732 950MHz Processor 

2048M bytes DDR2 

4M bytes Flash Memory 

Config Register points to FLASH 

1047M bytes CFCard Memory 

 

Hardware Version is Ver.B 

Backboard Hardware Version is Ver.A 

WAPI Hardware Version is Ver.A 

CPLD Version is 004 

Backboard CPLD Version is 006 

WAPI Logic Version is 006 

Basic Bootrom Version is 2.00                                          ------ Note③ 

Extend Bootrom Version is 2.00                                         ------ Note③ 

[Slot 0]EWPX1G24XA0 Hardware Version is NA 

[Slot 2]EWPX1WCMD0 Hardware Version is Ver.B 

 

To display the host software and BootWare version of the switch interface board of WX6103, 

perform the following command on switch interface board:   

<H3C>display version 

H3C Comware Platform Software 

Comware Software, Version 5.20, Release 2308P021 

Copyright (c) 2004-2013 Hangzhou H3C Tech. Co., Ltd. All rights reserved. 

H3C EWPX1G24XA0 uptime is 0 week, 0 day, 0 hour, 0 minute 

 

Solt 0 

H3C EWPX1G24XA0 with 1 Freescale MPC 8248 400MHz Processor 

256M bytes SDRAM 

16M bytes Flash Memory 

Config Register points to FLASH 

 

Hardware Version is VER.B 

CPLD Version is CPLD 004 
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Basic Bootrom Version is 1.15                                           ------Note④ 

Extend Bootrom Version is 1.17                                          ------Note④ 

[Subslot 0]EWPX1G24XA0  Hardware Version is VER.B  

 

Upgrading restrictions and guidelines 
None. 

Hardware feature updates 

WX6103-CMW520-R2308P21-EI 

 None 

WX6103-CMW520-R2308P18-EI 

 None 

WX6103-CMW520-R2308P16-EI 

 BOOT ROM version of WX6103-CMW520-R2308P16-EI is updated to Basic 2.00/Extend 

2.00 

WX6103-CMW520-R2308P11 

 None 

History hardware feature updates 
For more information about the hardware feature and command update history, see H3C 

WX6103-CMW520-R2308P16-EI Release Notes(Software Feature Changes).  

Software feature and command updates 
For more information about the software feature and command update history, see H3C 

WX6103-CMW520-R2308P18-EI Release Notes(Software Feature Changes). 

Software Feature Changes:  

 None 
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MIB updates 
Table 6 MIB updates 

Item MIB file Module Description 

WX6103-CMW520-R2308P21-EI 

None    

WX6103-CMW520-R2308P18-EI 

None    

WX6103-CMW520-R2308P11 

Modified H3C-DHCP-SERVER-MIB DHCP SERVER 
Change size of 
h3cDHCPSrvGlbPoolOptH

exString to 573 

 

Operation changes 

WX6103-CMW520-R2308P21-EI 
None. 

WX6103-CMW520-R2308P18-EI 
None. 

WX6103-CMW520-R2308P16-EI 
None. 

WX6103-CMW520-R2308P11 
None. 

Operation changes in History versions 
None. 

Restrictions and cautions 
1. The size of configure file for Fit AP shouldn‟t be more than 3500 bytes.  

2. To upgrade WA2100(previous to R1106P03), WA1208E(previous to R1107P01) and 

WA2200(previous to R1109P01), you should upgrade them using the interim version files 

firstly, and then upgrade them using the compatible version files, refer to section 

Upgrade guidelines for fit Aps）.  
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3. If update to current version base "WX6103-CMW520-R2109P01" or earlier version, 

Device will update CPLD automatically. For taking the new CPLD effect, the device 

must be powered off and on again. 

4. Port security mode “userlogin-secure-ext-or-psk”is not recommended. Some wireless 

adaptor station can‟t connect with this mode.  

5. Configuration file created or saved on R2115P07 or later version could not be used by 

the version previous to R2115P07, otherwise the configuration of AP Profiles in the 

configuration file would be lost. 

6. AC using R2115P07 or later version could not be degraded to versions between E2112 

and R2115 directly，an interim version (such as R2115P05 or R2115P04) should be used 

firstly. 

7. The certificates will be extracted to controller’s file system after system boot,  to make 

the HTTPS and SSH service work properly, the user must manually import the certificates,  

support both CLI command and WEB GUI. 

8. Using IE6.0 browser to upload files to AC may take a long time. IE browser of later 

versions, other browsers or file transfer tools are recommended to use for uploading 

files. 

9. If the idle cut function is enabled and the 802.1x authentication method is used, the 

connection of a station roamed inter-AC will be cut down at the configured time 

whether the station is communicating or not. 

10. Please use compatibility view for WEB GUI in IE9 and later browser.  

11. R2308P18 or later versions support configuration encryption, if this function is enabled 

the current configuration will be encrypted before being saved. The correct Key is 

necessary for reading the configuration files. The configuration files should be 

decrypted first while used by the version previous to R2308P18.  

Open problems and workarounds 
WLD038154 

 Symptom: in some condition the service templates could not be enabled for a long 

time. 

 Condition: the service templates are bound to a large number of APs. 

 Workaround:  while the service template is being bound to APs wait until the process 

finished. 

WLD038165 

 Symptom: in some condition the DHBK VLAN configuration will lost after AC reboot. 

 Condition:the DHBK configuration saved in .cfg file and .xml file are different.  

 Workaround:  use the .cfg file and  .xml file with the same DHBK configurtion. 
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List of resolved problems 

Resolved Problems in 

WX6103-CMW520-R2308P21-EI 

WLD038630 

 Symptom: The STA, which connected by MAC-AND-PSK authentication mode, can’t 

maintain normal communication after a period of time.  

 Condition: STA connected by MAC-AND-PSK authentication method  

Resolved Problems in 

WX6103-CMW520-R2308P18-EI 

WLTB002739 

 Symptom: AC may create more than one IPv6 address for STA based on multi RA 

information belonged to different VLAN.  

 Condition: more than one VLAN enable IPv6 and more than one STA connected from 

different VLAN through the same AP.  

WLTB002725 

 Symptom: AC may get Clint IP address failed while the DHCP-Snooping information is 

correct. 

 Condition: None. 

WLD037905 

 Symptom: a large number of wlan option configuration may leads to commond line 

failed. 

 Condition: configure lots of wlan option commands. 

WLD037512 

 Symptom: before the Mesh link stablished the Radar Channel detection is not 

effective. 

 Condition: None. 

WLD037578 

 Symptom: AC may failed to learn the ARP of Clients while AC cooperates with IMC for 

Portal authentication. 

 Condition: None. 

WLD037730 

 Symptom: In Portal authentication condition Clients unable to connect to the new 

DNS server.  

 Condition: DNS IP host configuration is changed. 
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WLD037584 

 Symptom: while multi APs and STAs are online disable/enable the RRM load-balance 

funtion may leads to APs and STAs getting offline. 

 Condition: disable/enable the RRM load-balance funtion while there are multi APs and 

STAs online.  

WLD037513 

 Symptom: in DHCP hot-backup condition the backup AC could not generate the new 

Authorized ARP based on the DHCP message of modifying the lease. 

 Condition: None. 

WLD037739 

 Symptom: the buildrun function of AC hot-backup configuration may failed and leads 

to configuration lost after AC reboot. 

 Condition: None. 

WLD037398 

 Symptom: The RF page of WEB GUI cannot be configured to set bandwidth to 40MHz 

while country code only supports 20MHz. 

 Condition: Country code only supports 20MHz bandwidth. 

WLD33385 

 Symptom: in portal hot-backup environment, the client status may become 

stand-alone after hot-backup switch. 

 Condition: None 

WLD32769 

 Symptom: AC lost ten buffers after QinQ function pressing test in two days.  

 Condition: None 

Resolved Problems in 

WX6103-CMW520-R2308P16-EI 

WLD32714 

 Symptom: If the master/secondary state of AC hot-backup and portal hot-backup is 

different, some information of portal users may be lost while getting online. 

 Condition: None 

WLD33412 

 Symptom: IKE peers connect failed if the pre-shared-key cipher is NULL.  

 Condition: The IPSec function is enabled. 

WLD33412 

 Symptom: IKE peers connect failed if the pre-shared-key cipher is NULL.  

 Condition: The IPSec function is enabled. 
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WLD034983 

 Symptom: The AP often lost connection because it can‟t receive response of WTP 

event request. 

 Condition: The RRM function is enabled.  

WLD035410 

 Symptom: Because of the 4way handshake take a long time, a mobile phone with 

ANDROID system is likely to lost connection after roaming. 

 Condition: A mobile phone with ANDROID system connects to inter-AC roam. 

WLD036741 

 Symptom: Mac-vlan specification number is inconsistent with STA number.  

 Condition: None. 

WLD036472 

 Symptom: ARP table are out of sync when AC hot-backup happened.  

 Condition: AC hot-backup be configured.  

WLD034983 

 Symptom: The enable of WLAN RRM could increase the burden of the LWAPP control 

tunnel between AC and AP, even cause tunnel down when network condition bad. 

 Condition: None. 

WLD036888 

 Symptom: After upgrade from 2308P07 to 2308P10, local portal authentication, the  

Portal page cannot be popped up when user‟s mac has changed 

 Condition: None. 

WLD036309 

 Symptom: Vlan interface is not available when ARP table is full, because ADJ table is 

equal to ARP table. 

 Condition: None. 

WLD037048 

 Symptom: After AC changes the startup configure file, then execute “reboot” 

command, AC then restarts twice because of exception.  

 Condition: None 

WLD036845 

 Symptom: In the master-slave AC environment, may be lost the neighbor info in the 

RRM and channel status info. 

 Condition: None 

WLD037022 

 Symptom: when using AC to do Portal authentication, AC hot backup Flow attribute is 

not synchronous to backup AC, the flow info in the charging data record changes to 

zero.  

 Condition: None 
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WLD037396 

 Symptom: AC can‟t record the history information of factory-reset for APs whose APID 

are greater than 2048.  

 Condition: None 

WLD036268 

 Symptom: When local EAP-GTC authentication is used on AC, a wireless user using 

Cisco wireless card can pass the authentication even though he input a wrong 

password. 

 Condition: None 

WLD037359 

 Symptom: Originally a wireless user is connecting with an AP. After changing the work 

mode of radios on the AP for some times, it is low probability that the wireless user can ‟t 

connect any more.  

 Condition: None 

WLD037423 

 Symptom: After some operations, AC can‟t stop 802.11 packet capture on an AP. Thus 

the AP can‟t access wireless users.  

 Condition: None 

Resolved Problems in 

WX6103-CMW520-R2308P11 

WLD32507 

 Symptom: STAs may get online before getting IP addresses. 

 Condition: None 

WLD32507 

 Symptom: STAs may get online before getting IP addresses. 

 Condition: None 

WLD035580 

 Symptom: Motorola’s scanner can’t get IP address after sleep. The real reason is Mac 

authentication can’t work. 

 Condition: None 

WLD31821 

 Symptom: using „cut connection all‟ command to cut all portal users may leads to 

portal free-rule lose and results in failure of the following portal authentication. 

 Condition: None 

WLD33252 

 Symptom: if the DHCP Server is enabled on AC with a large number of STAs the module 

0526 may occupy lots of memory. 

 Condition: None 
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WLD33363 

 Symptom: After executing two commands: “reset ike sa” and “reset ipsec sa” in AC, 

the tunnel will be disconnect between the AC and AP.  

 Condition: None 

WLD34040 

 Symptom: With 802.1x authentication mode, the client must spend one minute at least 

to connect to another AP with same SSID and different vlan.  

 Condition: None 

WLD34265 

 Symptom: The memory will be lost if some configuration used on IPSEC. 

 Condition: None 

WLD034419 

 Symptom: If some vlan interface has been enable portal function, other vlan which 

three layers interface is not up maybe work abnormally. 

 Condition: None 

Resolved Problems in 

WX6103-CMW520-R2308P07 

WLD33431 

 Symptom: the connection of Client would be cutted 100S after inter-AC roaming if the 

802.1X local authentication is used 

 Condition: None 

WLD32264 

 Symptom: the performance of broad-cast packets forwarding may be affected 

obviously if the portal authentication is enabled on the VLAN interfaces  

 Condition: None 

WLD33516 

 Symptom: the APs configured by IMC are independent to the global AC hot -backup 

configuration. 

 Condition: None 

WLD33592 

 Symptom: local portal based on HTTPS may lead to CPU usage high of FSLR task . 

 Condition: None 

WLD33396 

 Symptom: Run muti-ap simulator to execute press test, the vcpu of the AC dead. 

 Condition: None 

WLD33918 

 Symptom: Two APs ca‟t build the mesh link if run portal-service on each other. 

 Condition: None 
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WLD034082 

 Symptom: The arp table will be error if the system configed the arp fast reply.  

 Condition: None 

WLD034133 

 Symptom: Some stations can‟t access to AC, because of their IE extened attribute. The 

stations include Apple terminals (such as iPads and iPhones) that run iOS6.0.  

 Condition: None 

WLD33393 

 Symptom: System ran MAC-and-PSK authentication service in a long time, the PDA 

device can‟t be access unless reboot AC.,  

 Condition: None 

WLD033793 

 Symptom: More thean 7000 DBSS are online, the cpu -usage is too high when applying 

the WSM service. 

 Condition: None 

WLD033781 

 Symptom: The Mqc module access ipv6 fragment‟s head cause system error. 

 Condition: None 

WLD33383 

 Symptom: the connection of Client would be cutted 100S after inter-AC roaming if the 

802.1X local authentication is used.. 

 Condition: None 

Resolved Problems in 

WX6103-CMW520-R2308P05 

WLD33380 

 Symptom: the upload packets statistics is always zero after the interface is configured 

as INTERNET.  

 Condition: None 

WLD33431 

 Symptom: the FLASH capability readed from MIB node h3cDot11APFlashSize is 

incorrect.  

 Condition: None 

WLD33135 

 Symptom: getting DHCP Client information by WEB may lead to CPU busy while the 

Number of DHCP Client is more then 18K. 

 Condition: None 
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WLD33353 

Symptom: in special condition, the DHBK state may be asynchronous and leads to the 

synchronization of applications based on DHBK failed. 

Condition: None 

WLD32737 

 Symptom: in QinQ application, the dot1p priority of inner-Tag is not setted connrectly 

while sending packets to APs on LWAPP/CAPWAP tunnel.  

 Condition: None 

WLD33222 

 Symptom: the performance of Broadcast packets forwarding goes down. 

 Condition: None 

WLD30999 

 Symptom: the packets are also treated with low priority after the clients applicated 

CAC TS successfully. 

 Condition: None 

WLD33087 

 Symptom: the APs configured by IMC could not connect to AC. 

 Condition: None 

WLD33125 

 Symptom: in roaming environment, the memory occupation with moudule-ID 0B11 on 

FA may be high.  

 Condition: None 

WLD33143 

 Symptom: if the DHCP Server and DHCP-Snooping are enable synchronously the 

DHCP-Snooping items could not be created for the clients sending DHCP request on 

broad-cast way.  

 Condition: None 

WLD33212 

 Symptom: the configuration of special HWTACACS keys may lead to software 

exception. 

 Condition: None 

Resolved Problems in 

WX6103-CMW520-R2308P02 

WLD32750 

 Symptom: the HTTP packets may result in software exception on task HDQ0 of 

WX6103-LSW. 

 Condition: None 
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WLD32713 

 Symptom: in roaming entironment the STA may take a long time to achive roaming. 

 Condition: None 

WLD32941 

 Symptom: the default Back-up AC switch delay configuration could not be displayed 

on Web. 

 Condition: None 

WLD32244 

 Symptom: remote DOT1X authentication with ACL dispatch may lead to 128-byte 

memory leak with module ID 0CD4. 

 Condition: None 

WLD32911 

 Symptom: some kinds of client devices could not achive portal authenticaton 

successfully which do not send gratuitous ARP during the authentication proccess.  

 Condition: None 

WLD32846 

 Symptom: in DHCP Server hot back-up environment a large number of clients 

applicating IP addresses synchronously may lead to software exception of task PTMT 

and result in AC reboot. 

 Condition: None 

WLD32813 

 Symptom: the ping test would be failed between two super-Vlan interfaces. 

 Condition: None 

Resolved Problems in 

WX6103-CMW520-R2308P01 

WLD32679 

 Symptom: even the configuration of jumboframe is 1748 the packets from AC to AP on 

LWAPP channel will still be fragmentized. 

 Condition: None 

WLD32450 

 Symptom: the license not supported by the device will affect display of other kinds of 

license on WEB. 

 Condition: None 

WLD32777 

 Symptom: if the DHBK packets with non-zero DOT1P priority the DHBK link will be down. 

 Condition: None 

WLD32226 

 Symptom: the super-VLAN can be binded to AP and leads to AP rebooting frequentlly.  
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 Condition: None 

WLD32254 

 Symptom: the NAS-ID and NAS-PORT-ID information configured on radio will be lost 

after the auto-AP getting online. 

 Condition: None 

WLD31431 

 Symptom: IMC server read Mib node h3cDot11sMeshNbrRadioID failed. 

 Condition: None 

WLD32282 

 Symptom: in AC hot-backup condition, the NAS-ID only configured on secondary AC 

may leads to AP information error. 

 Condition: None 

WLD32611 

 Symptom: the free-rules based on SSID will affect the communication between STAs.  

 Condition: None 

WLD32557 

 Symptom: user-isolation based on SSID works with super-VLAN may leads to failure of 

STA ping AC.  

 Condition: None 

WLD32266 

 Symptom: in portal hot-backup condition, after hot-backup swich the STA can also 

ping AC successfully even after getting off-line. 

 Condition: None 

WLD32473 

 Symptom: in portal hot-backup condition, the NAS-PORT-ID can not be backuped and 

NAS-PORT-ID information will be lost after hot-backup switch. 

 Condition: None 

WLD32650 

 Symptom: the mesh configuration may be lost after „undo mesh-profile enable‟ and 

„mesh-profile enable‟ commands are executed orderly.  

 Condition: None 

WLD32304 

 Symptom: in condition of portal hot-backup based on suer-VLAN interface, deleting 

super-VLAN will lead to software exception. 

 Condition: None 

WLD32574 

 Symptom: Modifying the configuration of static binding address pool while the DHCP 

server is allocating addresses for STAs may lead to software exception.  

 Condition: None 
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Resolved Problems in 

WX6103-CMW520-R2308 

WLD32199 

 Symptom: tunnel interface can be added to super VLAN. 

 Condition: None 

WLD32245 

 Symptom: the nas-id information in accouting packets is unchanged afger roaming of 

portal users. 

 Condition: None 

WLD32283 

 Symptom: in condition of many APs on-line, enable the service template will leads to 

creating a large number of DBSS interfaces and may result in parts of APs lost the 

connection with AC. 

 Condition: None 

WLD32423 

 Symptom: deleting the service template without ssid will lead to software exception. 

 Condition: None 

WLD32095 

 Symptom: if the portal authentication is configured on super-VLAN interface the clients 

can not communicate with others even pass the authentication.  

 Condition: None 

WLD32375 

 Symptom: in some condition, adding or  deleting ssid free rules with Mib Browser may 

affect the matching function of other free rules based on ssid.  

 Condition: None 

WLD32250 

 Symptom: enable portal on interface will fail if the global portal max-user is configured.  

 Condition: None 

WLD32167 

 Symptom: a long time running with http applications may lead to memory leak with 

MID 051C.  

 Condition: None 

WLD30979 

 Symptom: inf roaming environment the Ping application between VIP tunnel will fail 

while the payload length is greater than 4379.  

 Condition: None 
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Resolved Problems in 

WX6103-CMW520-R2307P03 

WLD30621 

 Symptom: the broad-cast and multi-cast packets may be dropped by the XGE after 

shut down/undo shut down the XGE frequently. 

 Condition: None 

WLD31463 

 Symptom: while the cpu usage is high AC may reboot with warning „RCF data 

corrupts‟. 

 Condition: None 

WLD32105 

 Symptom: the forwarding performance of broad-cast packets needed to be 

optimized. 

 Condition: None 

WLD31992 

 Symptom: in some condition the configuration of RRM may result in software 

exception. 

 Condition: None 

WLD32179 

 Symptom: getting ifnformation of MIB node h3cDot11APUserInfoStatisTable may leads 

to High cpu usage. 

 Condition: None 

WLD32094 

 Symptom: the packet press test may result in driver buffer lose and vcpu dead. 

 Condition: None 

WLD31462 

 Symptom: the memory may be not enough while a large number of dot1x users are 

online. 

 Condition: None 

Resolved Problems in 

WX6103-CMW520-R2307P02 

WLD31964 

 Symptom: the performance of broad-cast packets forwarding needs to be optimized. 

 Condition: a large amount of DBSS interface in the same VLAN  

WLD29698 

 Symptom: about ARP table being updated circularly. 
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 Condition: None 

WLD31890 

 Symptom: device records some error-information items about FSLH task. 

 Condition: using SSL 

WLD31931 

 Symptom: the performance of unknown unicast packets forwarding needed to be 

optimized. 

 Condition: None 

WLD31962 

 Symptom: managing device with SSH may result in software exception. 

 Condition: None 

Resolved Problems in 

WX6103-CMW520-R2307 

WLD31181 

 Symptom: some kinds of APs have wrong power-table. 

 Condition: None 

WLD30550 

 Symptom: the MESH Profile can be bound to auto AP. 

 Condition: None 

WLD30715 

 Symptom: With a great number of AP online, reading MIB node of 

h3cDot11APUserInfoStatisTable may result in 100% cpu usage. 

 Condition: None 

WLD31310 

 Symptom:the signal strength of STA , getting from h3cDot11StationSignalStrength Mib 

node, is -120dBm while the STA is still sending or receiving packets. 

 Condition: None 

WLD30980 

 Symptom: the configuration of „client idle-timeout‟ is not accurate and need to be 

optimized. 

 Condition: None 

WLD30908 

 Symptom: The priority of MAC-VLAN doesn‟t work while the fast forwarding function is 

enabled on AC. 

 Condition: None 

WLD30892 

 Symptom: When the While using local portal server, parsing of original URL may be 

failed because of the fragmentation of the http packets with big size. 
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 Condition: None 

WLD29223 

 Symptom: if the VLAN configuration of WLAN-ESS interface and corresponding 

WLAN-DBSS interface is different, the portal free-rule based on SSID can‟t create the 

corresponding ACL. 

 Condition: None 

WLD30976 

 Symptom: the configuration of portal free-rule based on WLAN-ESS interface may 

result in source-interface field of corresponding ACL rule to be set „any‟.  

 Condition: None 

WLD30977 

 Symptom: the portal configuration based on SSID can not be excuted through WEB.  

 Condition: None 

WLD30812 

 Symptom: in the condition of local portal server with HTTPS mode, a big number of 

clients authentication may result in high cpu usage and affect other service provided 

by the AC. 

 Condition: None 

WLD30811 

 Symptom: When the number of conflicted addresses reaches a specified value, the 

DHCP server repeatedly assigns the IP addresses. This causes CPU occupancy rate of 

100%. 

 Condition: None 

Resolved Problems in 

WX6103-CMW520-R2306 

WLD30657 

 Symptom: If the hello interval of AC hot-backup is set to 30ms the hot-backup state of 

AC may change frequently.  

 Condition: None 

WLD30742 

 Symptom: The RUSSIAN FEDERATION power table needed to be changed for adapting 

to the Rassisan statute. 

 Condition: None 

WLD30799 

 Symptom: The temporary MESH link created by AP may link-up and link-down 

frequencely and make AP failed to associate with AC. 

 Condition: None 
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WLD30656 

 Symptom: If the Load-balance function is enabled the WMAC task may make the 

cpu-usage too high. 

 Condition: None 

WLD30648 

 Symptom: The automatic TPC and automatic dynamic frequency selection of RRM 

module don‟t work after the following processes: configure 5 service templates and 

then delete the first one. 

 Condition: None 

WLD30650 

 Symptom: Several AP associating to and deassociating from AC continuously leads to 

high cpu-usage of AC and affects the AC serving to other APs.  

 Condition: None 

WLD29223 

 Symptom: If the VLAN property of WLAN-ESS and WLAN-DBSS interfaces the portal free 

rule configured based on SSID(WLAN-ESS) won‟t create the corresponding ACL rules.  

 Condition: None 

WLD30433 

 Symptom: Currently the mac authentication do not support upload the 

Called-Station-Id information and results in the unrecognization of SSID by RADIUS 

server.  

 Condition: None 

ZDD04200 

 Symptom: The anti-attack function for ARP attacking with identical source MAC 

address do not work while the attacking packets with identical source MAC address 

from different subnet and interface.  

 Condition: None 

Resolved Problems in 

WX6103-CMW520-R2305 

None, Release „Release‟ version firstly. 

Resolved Problems in 

WX6103-CMW520-E2303P03 

WLTB01995 

 Symptom: The „-„ character could not be included in the AP name during 

configuration of the AP template . This exclusion conflicts with the China Mobile 

standard, and should be modified according to it. 

 Condition: None 
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WLD29191 

 Symptom: There are some inferior bugs in the CAC resource entry control algorithm, 

which could hamper the clients to get certain resource.  

 Condition: None 

WLD28944 

 Symptom: The mac-vlan priority function won‟t work as the designed intention. 

 Condition: None 

WLD29070 

 Symptom: When there is some unknown unicast data flow through the equipment, the 

wireless CAR would be disturbed. 

 Condition: None 

WLD29251 

 Symptom: Configure the NAS-ID under AAA NAS-ID profile, then reboot the equipment, 

and the configuration disappears, while it is supposed to have been saved.  

 Condition: None 

WLD29192 

 Symptom: Symptom: Under some certain conditions, some parse errors would occur 

when the operator inspect the monitor record page or history record page using the 

Firefox browser. 

 Condition: None 

WLD28666 

 Symptom: During the test of ARP Snooping function, the backup AC 6103-2 happens 

to duplicate memory release , hence hampers the association of AP and AC.  

 Condition: None 

WLD29237 

 Symptom: If the DHCP static bound address pool is configured as the interface IP 

address, then addresses of other normal address pool could not be rented out.  

 Condition: None 

WLD29194 

 Symptom: Symptom: After the test using the multi-AP simulation tool, the number 041e 

memory block of 512byte leaks.  

 Condition: None 

WLD29299 

 Symptom: Symptom: The configuration command line : wlan radio disable all could 

not control the 2.4G radio interface.  

 Condition: None 

WLD29499 

 Symptom: Symptom: The LWAPP packet statics function need to be implanted on the 

Internet interface.  

 Condition: None 
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WLD29363 

 Symptom: Symptom: The MAP configured automate channel could not establish Mesh 

Link with the MPP. 

 Condition: None 

WLD29388 

 Symptom: Symptom: While these is only one local forward type among the bound 

services , several BSS interfaces have been generated on the AP.  

 Condition: None 

ZDD04011 

 Symptom: When 63-Byte length callback-number exists in the user parameter on the 

radius server, the 64Byte memory link would be tramped, hence the line card would 

rendered unavailable.  

 Condition: None 

WLD29954 

 Symptom: After the modification of the MTU, the IP packet slices incorrectly, hence the 

presentation of portal redirect interface would take a protracted period.  

 Condition: None 

WLD29619 

 Symptom: If the port security mode is configured as OUI mode, the STA could not  

logon to the service template. 

 Condition: None 

WLD29686 

 Symptom: After several certification processes by a portal user, the Accounting seed 

pool resource would be exhausted. Seemingly, when user log off ,  the resource hasn‟t  

been released. As a consequence, the AAA process couldn‟t be continued.  

 Condition: None 

WLD29490 

 Symptom: The maxim user number limit of the port security could not restrict the 

number of the Inner-AC roaming users who are authorized by their MAC addresses. 

 Condition: None 

WLD30022 

 Symptom: Some certain operations would shut down or reinitiate the radio interfaces;  

as a consequence, the normal functions would be disturbed.  

 Condition: None 

WLD30381 

 Symptom: The DrTC task would occupy as high as 5% of the whole CPU utilization on 

the new WX6103, it need some optimization. 

 Condition: None 

WLD28202 

 Symptom: If the IP address of the local portal server is not under the user vlan, then the 

portal authorization could not be triggered.  

 Condition: None 
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WLD28296 

 Symptom: If the 802.1x encrypt user enter into the guest vlan, then it would fail to 

authorization repleatedly.  

 Condition: None 

Resolved Problems in WX6103-CMW520-E2302 

First release on new version branch. 

Resolved Problems in 

WX6103-CMW520-R2115P12 

WLD27620 

 Symptom: Upgrading WX6103 from version before R2115P05 to version R2115P10 might 

cause AC could not start up normally. 

 Condition: None 

WLD27606 

 Symptom: During the 1x authentication, if LEAP authentication failed, it might cause 

client also could not pass PEAP authentication. 

 Condition: Wireless client connected with AC by 802.1x authentication. On RADIUS 

server, LEAP is the primary authentication and PEAP is secondary.  

WLD26441 

 Symptom: During configuring Radius scheme by WEB, a blank in the authentication 

key might cause error on the WEB page.  

 Condition: None 

WLD26575 

 Symptom: Enabling DHCP Snooping might cause high CPU usage on AC.  

 Condition: Many APs had connected with AC, and many DBSS interfaces were 

created on AC.  

ZDD03416 

 Symptom: Full DHCP security table might cause reply packets for DHCP clients were 

sent in wrong VLAN. 

 Condition: None 

Resolved Problems in 

WX6103-CMW520-R2115P10 

WLD27032 

 Symptom: NOKIA N95 could not connect with WLAN network by WPA+TKIP mode, but 

could connect by RSN+TKIP mode. 

 Condition: None 
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WLD26457 

 Symptom: Many APs going online simultaneously might cause some TRAPs about AP 

lost. 

 Condition: None 

WLD26457 

 Symptom: IP address of the Portal server was always displayed in the Portal WEB page 

even though the URL for Portal server was configured with domain name on AC. 

 Condition: None 

WLD25875 

 Symptom: URL information for Local-Portal Server could not be configured by WEB. 

 Condition: None 

WLD26455 

 Symptom: Portal authentication would not take effects on user‟s data packets 

received from IACTP tunnel on AC.  

 Condition: None 

WLD22291 

 Symptom: PER value of MESH links on WEB was not calculated correctly.  

 Condition: None 

WLD26434 

 Symptom: Values of FLASH and memory of AC on WEB was not displayed correctly.  

 Condition: None 

WLD26467 

 Symptom: During configuring IPv6 roam-group by WEB, if blank was included in the 

authentication key, the configured roam-group would not work up. 

 Condition: None 

WLD26556 

 Symptom: If the quiet timer was set to be zero and the primary Radius server had been 

down, AC would still send Radius packets to the primary server firstly and then switch to 

the secondary, which might take a long time for the wireless user to pass the 802.1x 

authentication. 

 Condition: None 

Resolved Problems in 

WX6103-CMW520-R2115P08 

ZDD03237 

 Symptom: Sometime AC sent Device-reboot TRAP to iMC but actually AC did not 

reboot at all. 

 Condition: None 
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WLD26247 

 Symptom: Sometime QoS policy had been applied on ESS port but some error 

information was printed out. 

 Condition: None 

WLD26160 

 Symptom: Sometime after user roamed to another AC and went offline, client 

information was still remained on FA , which might cause the user could not  

re-authenticated by AC in several minutes. 

 Condition: None 

WLD26359 

 Symptom: STA re-authentication can fail during 11key 4-handshake for some wireless 

adapter such as DWA-547.  

 Condition: None 

Resolved Problems in 

WX6103-CMW520-R2115P07 

WLD26340 

 Symptom: AP downloading version file form AC by BOOTWARE mode might cause 

exception on AC.  

 Condition: None 

WLD25567 

 Symptom: Polycom 8020 WiFi phone could not pass through 802.1x authentication on 

AC.  

 Condition: None 

WLD25883 

 Symptom: Some MIB nodes of DHCP could not be read.  

 Condition: None 

WLD25792 

 Symptom: Sometime the connection of user‟s telnet on AC could not be deleted.  

 Condition: None 

WLD25749 

 Symptom: f EAP Request packets were lost during authentication process of a wireless 

user,  EAP Failure packet would be sent to the user by AC but no De-authentication 

frame, which would cause the user could not re-authenticated by AC for several  

minutes.  

 Condition: None 

WLD25606 

 Symptom: If size of the MAP file was more than 3500 Bytes, after the file had been 

downloaded to AP, some configurations in the file probably would be lost on AP. 

 Condition: None 
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WLD25338 

 Symptom: Sometime the CPU usage of DEV task was more than 30 percents.  

 Condition: None 

WLD25348 

 Symptom: Sometime the statistic of wireless user going offline was incorrect,  it was 

more than the statistic of wireless user going online. 

 Condition: None 

WLD24719 

 Symptom: Configuration of ESS could not be changed if the related WLAN 

service-template had been enabled. It should prompt warning information. 

 Condition: None 

WLD25291 

 Symptom: Configuring AP‟s name including the illegal letter “-” might cause the quick 

start configuration failed. 

 Condition: None 

WLD25154 

 Symptom: In network management system, sometime the sum-online-time statistic of 

all wireless user for one AP was incorrect. 

 Condition: None 

WLD24921 

 Symptom: When transforming an auto AP to persistent one, if the AP‟s name included 

a uppercase letter, the transformation would fail. 

 Condition: None 

WLD25291 

 Symptom: Quick start configuration might cause the configurations of GE ports in a 

link-aggregation group changed. 

 Condition: None 

WLD24020 

 Symptom: Configuring a QoS policy with character “#” in its name might cause error 

on WEB page. 

 Condition: None 

WLD24742 

 Symptom: After configuring AC‟s time-zone to be such as “Eniwetok, Kwajalein” during 

quick start and then rebooting the AC, the time-zone configuration could not take 

effect.  

 Condition: None 
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Resolved Problems in 

WX6103-CMW520-R2115P05 

WLD25338 

 Symptom: Sometime the CPU usage of DEV task was more than 30 percents. 

 Condition: None 

Resolved Problems in 

WX6103-CMW520-R2115P04 

WLD25063 

 Symptom: Spectrum-management on AC might cause wireless users in 11a mode 

could not connect with AC. 

 Condition: None 

WLD23702 

 Symptom: After wireless interface on AC was disabled by intrusion protection, AC 

would force to reboot the AP related with the wireless interface.  

 Condition: None 

WLD24719 

 Symptom: AP with lowercase letters in its serial-id could not connect with AC by auto 

mode. 

 Condition: None 

WLD23892 

 Symptom: Firefox could not display the whole statistics of 11N type radio.  

 Condition: None 

ZDD03002 

 Symptom: SNMP request burst might cause part of SNMP packets would be dropped 

on AC . 

 Condition: None 

WLD25118 

 Symptom: iMC could not display the control panel of Main control board on WX6103.  

 Condition: None 

Resolved Problems in 

WX6103-CMW520-R2115 

WLD23228 

 Symptom: GTK was not re-negotiated during 802.1x re-authentication process. 
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 Condition: Local-server was used on AC 

WLD22677 

 Symptom: Sometime the wireless user could not pass the 802.1x authentication 

because of reduplicate EAPOL packet.  

 Condition: Local-server was used on AC 

WLD22806 

 Symptom: here is no record about the last time to reset counters on L2 interface.  

 Condition: None 

WLD22329 

 Symptom: After configure SNMP trap host on AC, it would send a reboot trap to iMC. 

 Condition: None 

WLD22421 

 Symptom: Cutting all of Portal connections on ACs by command cut connection all 

might cause Portal hot-backup to be disconnected.  

 Condition: Portal hot-backup was configured on two ACs and there were large mount 

of Portal user on them. 

WLD22569 

 Symptom: A wireless Portal user roamed in an AP and then roamed out the AP. This 

might cause the other wireless Portal users be forced to offline. 

 Condition: SSID+VLAN was configured on AC, the ESS ports was configured to be 

Hybrid type and not in any VLAN  

WLD22703 

 Symptom: The blank in the last byte of command map-configuration apconfig.txt 

might cause AC fail to send configuration to AP in Local-forwarding mode. 

 Condition: None 

WLD22485 

 Symptom: After unlocking the country-code on AC, the country-code could not 

resume to the former value but the default value. 

 Condition: None 

WLD22226 

 Symptom: The user could not roam from HA to FA. 

 Condition: Wireless 1x user connected with AC by CCMP, and then it changed its 

cipher-suite to TKIP. 

WLD22261, WLD22205 

 Symptom Inbound statistic of GE port was incorrect. 

 Condition: None 

WLD22199 

 Symptom: After AC has been running for long time, the counters of statistics of GE port 

might overflow.. 

 Condition: None 
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WLD22394 

 Symptom: DSCP value in broadcast, multicast or unknown-unicast packet forwarded 

by AC was incorrect. 

 Condition: None 

WLD23062 

 Symptom: IP packets with destination IP 255.255.255.255 could not be received by L3 

on AC. 

 Condition: None 

WLD23214 

 Symptom: During the file uploading, if some AP downloading image file form AC, it 

might cause the established LWAPP tunnel between AP and AC down. 

 Condition: Uploading file to AC by FTP.  

WLD23187 

 Symptom: The wireless user cut connection and then re-connected. Sometime it 

would take the wireless user about 30 seconds to re-connected with AC again. 

 Condition: A Wireless user connected with AC by some encrypt mode. 

WLD23983 

 Symptom: No warning information if inputting ”-” in AP‟s name , but the configuration 

would be lost after AC‟s reboot again. 

 Condition: In WEB pages, characters such as “-” in AP‟s name were invalid characters 

during changing auto APs to persistent APs. 

WLD23989 

 Symptom: Sometime a wireless user could not connect because of wrong key Nonce 

during group key negotiation. 

 Condition: None. 

WLD23141 

 Symptom: If some WLAN service-templates were bound with an AP in monitor mode, 

after the AP connected with AC, AC would force to reboot the AP. 

 Condition: None. 

WLD23726 

 Symptom: A null MAP file might cause the AP fail to get configuration form AC after it  

connected with AC. 

 Condition: None. 

WLD23921 

 Symptom: Sometime the wireless user could not pass re-authentication of 802.1x 

because the former authorization of the user could not be deleted from AC. 

 Condition: None. 

WLD23654 

 Symptom: Sometime the wireless user could not pass the 802.1x authentication 

because of the EAP identifier mismatch. 

 Condition: None. 
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WLD23623 

 Symptom: AC could not be identified by some versions of iMC, such as F5301and 

F5302.  

 Condition: None. 

WLD23851 

 Symptom: Anti-attack on AC could not recognize the attacking packets with IP 

address being “0.0.0.0”.  

 Condition: None. 

WLD23851 

 Symptom: The outbound QoS policy on WLAN-ESS port could not effect on the 

broadcast or multicast packets. 

 Condition: None. 

WLD24629 

 Symptom: AC could not properly process the SNMP packets whose length were great  

than 1500 bytes. Sometime it might cause the AC could not be identified by iMC.  

 Condition: The default value of MAX SNMP PDU length was 1500 bytes on AC.  

WLD24350 

 Symptom: AP with lowercase letters in its serial-id could not connect with AC. 

 Condition: The serial-id of AP profiles must be in capitals on AC. 

WLD24268 

 Symptom: In the MAP file for AP, it must be end of RETURN. Otherwise, after the AP 

connected with AC, it could not get configuration of BSS port.  

 Condition: The serial-id of AP profiles must be in capitals on AC. 

WLD23801 

 Symptom: Sometime wireless users could not connect by the AP because of different  

IPv6 addresses being used for tunnel control packets and tunnel data packets on AP.  

 Condition: An AP connected with AC by IPv6 tunnel. 

WLD24066 

 Symptom: Illegal ARP packet received from another interface might modify the 

existing ARP entry.  

 Condition: An ARP entry for some IP address has been learned on AC.  

Resolved Problems in WX6103-CMW520-E2112  

WLD21724 

 Symptom: Sometime HTTP page of wireless users could not be redirected to Portal 

authentication pages. 

 Condition: None 

WLD22226 

 Symptom: It changed its encryption method to WPA+TKIP online and then began to 

roam to the other AC. Sometime its roaming would fail. 
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 Condition: Wireless user connected with AC by RSN+CCMP.  

WLD22212 

 Symptom: Deleted licenses was still in the display list of licenses information. 

 Condition: Delete licenses on AC and reboot AC without save. 

WLD22097 

 Symptom: Sometime the user could not roam to the other AC because FA failed to 

add its MAC address to MAC-address table. 

 Condition: Inter-AC mobile group was configured. Wireless user had connected HA. 

WLD21778 

 Symptom: Users in other VLANs were also isolated by user -isolation. 

 Condition: User-isolation was enabled only in one VLAN on AC. 

WLD21794 

 Symptom: Disable WLAN service template and then re-enable it. Sometime this might 

take some time. 

 Condition: 802.1x quiet was configured on AC.  

WLD21828 

 Symptom: After AC1 was failed and reboot again, the user tried to logout. The Portal 

logout page sent to user was not the bound page but the default page on AC. 

 Condition: Portal dual-backup was used on AC. Portal authentication pages was 

bound with SSID. A Portal user was online and AC1 was its primary AC.  

Resolved Problems in 

WX6103-CMW520-B2111P01  

WLD20026 

 Symptom: After stations had been connecting with AC for some time, stations could 

not learn ARP of other devices any more. 

 Condition: AC was configured as DHCP server for wireless stations. ARP detection and 

DHCP snooping were used on AC.  

WLD20333 

 Symptom: Sometimes, WLAN service-template could not be enabled because of not 

enough resource in WLAN module.  

 Condition: Large amount of APs were configured on AC. Each AP was bound with 

more than six WLAN service-templates 

WLD20671 

 Symptom: In configuration file, AP profiles were not sorted by AP profile name 

ascendingly.  

 Condition: Configure some AP profiles on AC. 

WLD20744 

 Symptom: PPPoE users connecting AC need to pass Portal authentication.  

 Condition: Portal authentication was used on AC. AC was configured as PPPoE server.  
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WLD19631 

 Symptom: After VLAN interface on primary AC turn DOWN and UP, the Portal user 

might be forced to disconnect with AC.  

 Condition: Portal hot-backup was configured on two AC. 

WLD21613 

 Symptom: After AC1 had been down, AC2 could not switch to master.  

 Condition: AC1 and AC2 were in hot-backup state. AC1 was master and AC2 was 

slave. There constant broadcast traffic flow in wireless user‟s VLAN. 

Resolved Problems in 

WX6103-CMW520-B2111/B2102 

First release. 

Resolved Problems in 

WX6103-CMW520-B2111 

First release. 

Resolved Problems in 

WX6103-CMW520-R2109P08  

TCD02090 

 Symptom: The ARP rate-limit configuration did not work. 

 Condition: Configure ARP rate-limit on WLAN ESS ports. 

Resolved Problems in 

WX6103-CMW520-R2109P06  

TCD01909 

 Symptom: If the accounting-stop packet arrived at AC before the ACK_NTF_Logout 

packet, the following two ACK_NTF_Logout packet would be discarded. 

 Condition: User connected by Portal Authentication, then cut Portal connection on 

AC. 
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Resolved Problems in 

WX6103-CMW520-R2109P05  

WLD18508 

 Symptom: Sometime TKIP countermeasure errors occurred on AC. All of stations would 

be kicked out, and they could not go online for some time which could be configured 

by command tkip-cm-time. 

 Condition: Wireless stations connected AC with TKIP cipher-suite.  

WLD18105 

 Symptom: No trap information about tunnel down between APs and AC was sent to 

network management system.  

 Condition: Some APs were associated with AC. Reset the APs by WEB or command 

reset wlan ap all. 

Resolved Problems in 

WX6103-CMW520-R2109P04  

WLD17239 

 Symptom: The license keys input by users should be verified firstly.  

 Condition: User added licenses on AC.  

Resolved Problems in 

WX6103-CMW520-R2109P03  

WLD16508 

 Symptom: But the status of VLAN 1 interface was still “DOWN”. 

 Condition: Assign XGE port to be a member of VLAN1. After shutdown and 

undo-shotdown operations to XGE port, it changed to “UP” status. 

WLD17339 

 Symptom: When the master AC was recovered, the APs were still connecting with the 

backup AC.  

 Condition: In networks with N＋1 hot-backup ACs, shutdown the master AC and all of 

APs would connect with the backup AC 

Resolved Problems in 

WX6103-CMW520-R2109P01  

Release only for Fit AP version compatibility. 
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Resolved Problems in 

WX6103-CMW520-R2109  

First release. 

Related documentation 

Documentation set 

 H3C WX Series Access Controllers Command References(R3308_R2308)-6W106 

 H3C WX Series Access Controllers Configuration Guides(R3308_R2308)-6W106 

 H3C WX Series Access Controllers Web-Based Configuration 

Guide(R3308_R2308)-6W106 

 H3C WX6103 Access Controller Switch Interface Board Configuration Guide-6W102 

 H3C WX6103 Access Controller Switch Interface Board Command Reference-6W102 

 H3C Access Controller Modules Software Upgrade Guide-5PW101 

Obtaining documentation 

Take the following steps to get related documents from the H3C website at www.h3c.com. 

1. Go to  http://www.h3c.com/portal/Technical_Documents. 

2. Choose the desired product category and model.  

Technical support 
service@h3c.com  

http://www.h3c.com 

 

http://www.h3c.com/portal/Technical_Documents
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Appendix A Feature list 

Hardware features 

Table 7 WX6103 series access controller hardware features 

Item EWPX1WCMB0 EWPX1WCMD0 

CPU frequency  600MHz 950MHz 

BootWare 512KB 4MB (dual-BootWare) 

Memory 1GB 2GB 

Console port One port, 9600 bps by default 

Management Ethernet interface 1× 10/100/1000Base-T 

USB interfaces 2 × USB port, working in HOST mode 

CF Flash 256MBc 1GB 

Dimensions(H × W × D) 40.1 × 366.7 × 340 mm (1.58 × 14.44 × 13.39 in) 

Power consumption range 51W to 75W 72W to 100W 

Operating temperature 0℃ to 45℃(32°F to 113°F) 

Relative humidity (noncondensing) 5% to 95% 

 

Table 8 LSQM1WCMB0 Hardware Features  

Item Description 

CPU frequency  600MHz 

BootWare 512KB 

CF card 256MB 

Memory 1GB 

Dimensions(H × W) 366.7mm×340mm  

Max. power consumption 80W 

Weight 3.3kg(7.28 lb) 

Fixed interfaces 

2×USB(support USB1.1) 

1×10/100/1000Base-T 

1×Console 

Operating temperature 0℃ to 45℃(32°F to 113°F) 

Relative humidity (noncondensing) 5% to 95% 

 

Table 9 LSBM1WCM2A0 Hardware Features  

Item Description 

CPU frequency  600MHz 
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Item Description 

BootWare 512KB 

CF card 256MB 

Memory 1GB 

Dimensions(H × W) 366.7mm×340mm  

Max. power consumption 115W 

Weight 3.58kg(7.89 lb) 

Fixed interfaces 

2×USB(support USB1.1) 

1×10/100/1000Base-T 

1×Console 

Operating temperature 0℃ to 45℃(32°F to 113°F) 

Relative humidity (noncondensing) 5% to 95% 

 

Table 10 LSRM1WCM2A1Hardware Features  

Item Description 

CPU frequency  600MHz 

CF card 256MB 

Memory 1GB 

Dimensions (H × W × D) 40.6 × 366.7 × 340 mm (1.60 ×14.44 × 13.39 in.) 

Power consumption 80W to 105W 

Weight 3.58kg(7.89 lb) 

Fixed interfaces 

2×USB(support USB1.1) 

1×10/100/1000Base-T 

1×Console 

Operating temperature 0℃ to 45℃(32°F to 113°F) 

Relative humidity (noncondensing) 5% to 95% 

 

Table 11 LSQM1WCMD0 Hardware Features  

Item Description 

CPU frequency  950 MHz 

CF card 1 GB 

Memory 2 GB DDR-II 

Dimensions (H × W × D) 40.1 × 399 × 355 mm (1.58 × 15.71 × 13.98 in.) 

Power consumption 86 W to 117 W 

Weight 3.4 kg (7.50 lb) 

Fixed interfaces 

2×USB(support USB1.1) 

1×10/100/1000Base-T 

1×Console 

Operating temperature 0℃ to 45℃(32°F to 113°F) 
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Item Description 

Relative humidity (noncondensing) 5% to 95% 

Applicable device model 
H3C 
S7510E/S7506E-V/S7506E/S7506E-S/S7503E/S7503E-S

/ S7502E switches 

 

Table 12 LSRM1WCM3A1 Hardware Features  

Item Description 

CPU frequency  950 MHz 

CF card 1 GB 

Memory 2 GB DDR-II 

Dimensions (H × W × D) 40.1 × 399 × 355 mm (1.58 × 15.71 × 13.98 in.) 

Power consumption 115 W to 135W 

Weight 3.8 kg (8.38 lb) 

Fixed interfaces 

2×USB(support USB1.1) 

1×10/100/1000Base-T 

1×Console 

Operating temperature 0℃ to 45℃(32°F to 113°F) 

Relative humidity (noncondensing) 5% to 95% 

Applicable device model S9505E/S9508E-V/S9512E 

 

Software features 

Table 13 Software Features of access controller module 

Category Features Description 

AP Number 

EWPX1WCMB0/ LSQM1WCMB0/ LSBM1WCM2A0/ 
LSRM1WCM2A1:  

128 to 640 

EWPX1WCMD0/ LSQM1WCMD0/ LSRM1WCM3A1/ 

EWPX2WCMD0: 

128 to 1024 

Networks 

L2 protocol 

802.3x, 802.1p, 802.1q, 802.1x 

Port Loop-Back 

Port Broad-Storm-Suppression 

802.11 protocol 

802.11, 802.11b, 802.11g, 802.11a, 802.11n, 802.11e 

Transmit Data Rate Selection 

Channel Selection 

Power Constraint Selection 
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Category Features Description 

CAPWAP 
protocol 

Support CAPWAP  

Support IPV6 

Support L2/L3  

Support NAT between the AC and the AP 

Support TCP, UDP, IP Option 

IP application 
Ping , Trace, DHCP Server , DHCP Client,  DNS client , DNS 
Static,  NTP , Telnet , TFTP Client , FTP Client , FTP Server

IP routing Static routing

Multicast 
IGMP snooping 

MLD snooping

IPv6 
Basic functions: IPv6 ND, IPv6 PMTU, and IPv6 ACL 

Static routing 

Security features 

Authentication 
MAC authentication, 802.1x(EAP-TLS, EAP-TTLS, EAP-PEAP , 
EAP-SIM, EAP-MD5, Support LDAP authentication), Portal, 

PPPoE 

AAA  Local authentication, Radius, HWTacacs

802.11 Security 
802.11i, WPA/WPA2 

Encryption: WEP(WEP64/WEP128), TKIP, AES-CCMP

WIDS/WIPS 

Rogue AP Detection, White-list, Black-list 

Flood attack detection, Weak IV detection, Spoof Attack 
detection 

Others SSH V1.5/2.0

QOS 
L2 QoS 

Flow classification: Based on port, MAC address, IP 

address, IP priority, DSCP priority, TCP/UDP port No. and 
protocol type  

Traffic policing: CAR (granularity configurable)  

Priority Mark/Remark 

Wireless QoS WMM (802.11e) 

RF Manage 

Auto AP power adjust 

Auto DFS 

Auto channel selection 

AP load balance: base traffic or session 

Management and 
maintenance 

Management 
SNMP V1/V2c/V3, MIB, SYSLOG, RMON 

Console port

Access Console, Telnet, SSH, FTP

File system 
Support File system  

Support Dual Image 
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Appendix B Software upgrade guide 
 

 NOTE:  

 The term "AC" in this document refers to a WX6000 series access controller, such as a 

WX6103, WX6108E, and WX6112E, or an access controller module described in Table 14.  

 For the switching engine on a WX6103, when you upgrade the WX6103, the switching 

engine is also automatically upgraded.  
 

Table 14 describes the port type, storage media, and applicable chassis for the access 

controller modules. 

Table 14 Access controller module 

Access 

controller 

module model 

Console 

port 

Manageme

nt Ethernet 

port 

Storage 

media 
Applicable chassis 

LSQM1WCMB0 
Yes Yes CF card S7502E/S7503E/S7503E-S/S75

06E/S7506E-S/S7506E-V/S751
0E 

LSQM1WCMD0 

Yes Yes CF card S7502E/S7503E/S7503E-S/S75
06E-V/S7506E/S7506E-S/S751

0E 

LSBM1WCM2A0 Yes Yes CF card S9512/S9508/S9508V/S9505 

LSRM1WCM2A1 
Yes Yes CF card S9505E/S9508E/S9508E-V/S95

12E 

LSRM1WCM3A1 
Yes Yes CF card S9505E/S9508E/S9508E-V/S95

12E 

EWPX1WCMD0 Yes Yes CF card WX6103 

EWPXM2WCMD0 Yes Yes CF card WX6108E/WX6112E 

 

System software images 

An AC loads a system software image at startup. The WX6000 series supports three types of 

system software images: 

 Main system software image—Used by default. 

 Backup system software image—Used when the main system software image is invalid. 

 Secure system software image—Used when the backup system software image is 

invalid. If the secure system software image is also invalid, the switch displays a failure 

prompt. 

The default system software image of a WX6000 access controller is saved in the CF card. 
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Upgrade methods 

You can upgrade software by using one of the following methods: 
 

Upgrade mode Remarks 

Upgrading software from the 
CLI  The two methods require a reboot to complete upgrade. 

 The two methods interrupt services. Upgrading software in the web 
interface 

Upgrading software from the 
BootWare menu 

This method can be used when the AC cannot start up. 

 

Upgrade prerequisites 

Before software upgrade, set up a configuration environment as described in the following 

section. 

Setting up a configuration environment 

 The AC operates as the TFTP/FTP client and the PC as the TFTP/FTP server.  

Connect the PC to the console port of the AC with a console cable, and to any Layer 

2 Ethernet port of the AC or the switch where the access controller module resides with 

an Ethernet cable. Make sure the PC and the AC can reach each other.  
 

 CAUTION: 

 For upgrade from the CLI, you can connect the PC to any Layer 2 Ethernet port on the 

WX5000 or the switch where the access controller module resides. 

 For upgrade from the BootWare menu, you must connect the PC to management 

Ethernet port on the AC. 
 

Figure 1 Set up the configuration environment 

 
 

 Set up a configuration environment for upgrade in the web interface.  

PC

Ethernet cable

Console cable

192.168.0.1/24 192.168.0.100/24

TFTP/FTP server

TFTP/FTP  client

AC
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Connect the PC to any Layer 2 Ethernet port of the AC or the switch where the access 

controller module resides with an Ethernet cable. Make sure the PC and the AC can 

reach each other. 

Figure 2 Set up the configuration environment 

 

 

Setting terminal parameters 

Run the terminal emulation program on the PC. 

The following are the required terminal settings: 

 Bits per second—9,600 

 Data bits—8 

 Parity—None 

 Stop bits—1 

 Flow control—None 

 Emulation—VT100 

To set the parameters:  

1. Select Start > All Programs > Accessories > Communications > HyperTerminal. 

The Connection Description dialog box appears.  

2. Enter the name of the new connection in the Name field and click OK.  

PC

Ethernet cable Ethernet port

Console cable

IP network

AC
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Figure 3 Connection description 

 

 

3. Select the serial port to be used from the Connect using list, and click OK. 

Figure 4 Setting the serial port used by the HyperTerminal connection 

 

 

4. Set Bits per second to 9600, Data bits to 8, Parity to None, Stop bits to 1, and Flow 

control to None, and click OK. 
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Figure 5 Setting serial port parameters 

 

 

 NOTE:  

To use the default settings, click Restore Defaults. 
 

5. Select File > Properties in the HyperTerminal window. 

Figure 6 HyperTerminal window 

 

 

6. On the Settings tab, set the emulation to VT100 or Auto detect and click OK. 
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Figure 7 Setting terminal emulation in test Properties dialog box 

 

 

Configuring the switch and the LSWM1WCM10 
 

 NOTE:  

 Ignore this section if you are upgrading a WX6103 access controller.  

 The configuration procedures for the access controller modules are similar. This section 

uses an LSQM1WCMB0 as an example. 
 

Perform the configuration in this section to make sure the switch and the LSQM1WCMB0 

access controller module can communicate with each other.  

1. Perform the following configuration on an S7500E switch where the LSQM1WCMB0 

resides: 

# Configure Ten-GigabitEthernet 2/0/1 connected to the LSQM1WCMB0 as a trunk 

port that permits all VLANs. Assume the access controller module is installed in slot 2. 

[S7500]interface ten-gigabitethernet2/0/1 

[S7500-Ten-GigabitEthernet2/0/1]port link-type trunk 

[S7500-Ten-GigabitEthernet2/0/1]port trunk permit vlan all 

[S7500]quit 

2. Perform the following configuration on the LSQM1WCMB0: 
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# Configure Ten-GigabitEthernet 1/0/1 connected to the switch as a trunk port that 

permits all VLANs. 

<AC>system-view 

[AC]interface Ten-GigabitEthernet1/0/1 

[AC-Ten-GigabitEthernet1/0/1]port link-type trunk 

[AC-Ten-GigabitEthernet1/0/1]port trunk permit vlan all 

[AC-Ten-GigabitEthernet1/0/1]quit 

3. Verify the configuration: 

From the LSQM1WCMB0, ping a device in the same network as the switch through the 

internal interface connected to the switch. If the ping operation succeeds, the switch 

and the LSQM1WCMB0 can communicate with each other. 

Upgrading software from the CLI 

Upgrading software through TFTP 

Backing up the system software image, configuration file, and web configuration file 

 

 NOTE:  

The backup procedures for the system software image, configuration file, and web 

configuration file are similar. This section backs up the configuration file as an example.  
 

# Perform the save command in user view to save the current configuration. 

<H3C>save  

The current configuration will be written to the device. Are you sure? [Y/N]:y   

Please input the file name(*.cfg)[cfa0:/startup.cfg]                             

(To leave the existing filename unchanged, press the enter key):                 

cfa0:/startup.cfg exists, overwrite? [Y/N]:y                                     

 Validating file. Please wait....                                                

 Configuration is saved to device successfully.                                  

<H3C> 

# Perform the dir command in user view the view the files in the file system.  

<H3C>dir 

Directory of cfa0:/                                                             

                                                                                 

   0     -rw-  39906852  Nov 11 2011 09:20:50   main.bin                       

   1     -rw-       987  Nov 11 2011 09:20:50   startup.cfg                      

   2     -rw-       298  Nov 11 2011 09:20:50   system.xml 

38913 KB total (235538 KB free) 

 

<H3C> 

# Perform the tftp put command in user view to back up the configuration file startup.cfg 

on the AC to the TFTP server and save it as config.bak. 

<H3C>tftp 192.168.0.1 put startup.cfg config.bak           
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  File will be transferred in binary mode 

  Sending file to remote TFTP server. Please wait... \ 

  TFTP:      987 bytes sent in 0 second(s). 

  File uploaded successfully. 

 

 CAUTION: 

If a file with the same name already exists on the TFTP server, the file uploaded from the AC 

overwrites the file on the TFTP server.  
 

Upgrading system software 

# Perform the tftp get command in user view to download the system software image 

main.bin from the TFTP server to the AC, and save it as main.bin. 

<H3C> tftp 192.168.0.1 get main.bin main.bin 

The file main.bin exists. Overwrite it? [Y/N]:y 

  Verifying server file... 

  Deleting the old file, please wait... 

  File will be transferred in binary mode 

  Downloading file from remote TFTP server, please wait...| 

  TFTP: 39906852  bytes received in 38 second(s) 

  File downloaded successfully. 

 

 NOTE:  

 If a file with the same name already exists on the AC, the system prompts whether to 

overwrite the existing file. 

 You can use the same method to download a new configuration file. You can make 

the new file by using a text editor before download. The new configuration file takes 

effect at the next reboot. 
 

# Specify the new image to be used at the next reboot. 

<H3C>boot-loader file cfa0:/main.bin main 

  This command will set the boot file. Continue? [Y/N]:y 

  The specified file will be used as the main boot file at the next reboot on slot 2!  

<H3C> 

# Display information about the image to be used at the next reboot. 

<H3C>display boot-loader 

  The boot file used this time:cfa0:/main.bin attribute: main 

  The boot file used next time:cfa0:/main.bin attribute: main 

  Failed to get the backup boot file used next time! 

  Failed to get the secure boot file used next time! 

<H3C> 

Restoring the system software image, configuration file, and web configuration file 

 

 NOTE:  

The restore procedures for the system software image file, configuration file, and web 

configuration file are similar. This section restores the configuration file as an example. 
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# Download the configuration file config.bak from the TFTP server to the AC, and save it as 

startup.cfg. 

<H3C>tftp 192.168.0.1 get config.bak startup.cfg 

The file startup.cfg exists. Overwrite it?[Y/N]:y 

  Verifying server file... 

  Deleting the old file, please wait... 

  File will be transferred in binary mode 

  Downloading file from remote tftp server, please wait...\ 

  TFTP:     987 bytes received in 0 second(s) 

  File downloaded successfully. 

If a file with the same name already exists on the AC, the system prompts for confirmation. 

Displaying all files 

# Display all files in the file system. 

<H3C> dir 

Directory of cfa0:/ 

   0     -rw-  39906852  Nov 11 2011 09:56:54   main.bin 

   1     -rw-       987  Nov 11 2011 09:20:50   startup.cfg 

   2     -rw-       298  Nov 11 2011 09:20:50   system.xml 

38913 KB total (235538 KB free) 

<H3C> 

Deleting files 

# Delete the configuration file startup.cfg. 

<H3C>delete /unreserved startup.cfg                                              

The contents cannot be restored!!! Delete cfa0:/startup.cfg?[Y/N]:y             

Deleting a file permanently will take a long time. Please wait...                

%Delete file cfa0:/startup.cfg...Done.                                          

<H3C> 

Upgrading software through FTP 

Backing up the system software image, configuration file, and web configuration file 

 

 NOTE:  

The backup procedures for the system software image, configuration file, and web 

configuration file are similar. This section backs up the system software image file as an 

example.  
 

# Perform the save command in user view to save the current configuration. 

<H3C>save  

The current configuration will be written to the device. Are you sure? [Y/N]:y   

Please input the file name(*.cfg)[cfa0:/startup.cfg]                            

(To leave the existing filename unchanged, press the enter key):                 

cfa0:/startup.cfg exists, overwrite? [Y/N]:y                                    

 Validating file. Please wait....                                                

 Configuration is saved to device successfully.                                  
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<H3C> 

# Perform the dir command in user view the view the files in the file system. 

<H3C>dir 

Directory of cfa0:/                                                             

                                                                                 

   0     -rw-  39906852  Nov 11 2011 09:20:50   main.bin                       

   1     -rw-       987  Nov 11 2011 09:20:50   startup.cfg                      

   2     -rw-       298  Nov 11 2011 09:20:50   system.xml 

21482 KB total (313740 KB free) 

 

<H3C> 

# Perform the ftp command to access the FTP server. 

<H3C>ftp 192.168.0.1 

Trying 192.168.0.1 ... 

Press CTRL+K to abort 

Connected to 192.168.0.1. 

220  FTP service ready. 

User(192.168.0.1:(none)):guest 

331 Password required for quest. 

Password: 

230 User logged in 

[ftp] 

# Back up the main.bin file to the FTP server. 

[ftp]put main.bin main.bin 

227 Entering passive mode (192,168,0,1,6,83) 

125 Using existing data connection 

226 Closing data connection; File transfer successful. 

FTP: 39906852  byte(s) sent in 49.136 second(s), 733.00Kbyte(s)/sec.  

221 Service closing control connection 

 

 CAUTION: 

If a file with the same name exists on the FTP server, the file uploaded from the AC 

overwrites the file on the FTP server. 
 

Upgrading system software 

# Perform the get command in user view to download the system software image main.bin 

from the FTP server to the AC, and save it as main.bin. 

[ftp] get main.bin main.bin 

cfa0:/main.bin has been existing. Overwrite it?[Y/N]:y 

227 Entering passive mode (192,168,0,1,4,89) 

125 Using existing data connection 

226 Closing data connection; File transfer successful. 

FTP: 39906852  byte(s) received in 49.566 second(s), 730.00K byte(s)/sec.   

[ftp]quit 
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 NOTE:  

 If a file with the same name already exists on the AC, the system prompts whether to 

overwrite the existing file. 

 You can use the same method to download a new configuration file. You can make 

the new file by using a text editor before dow nload. The new configuration file takes 

effect at the next reboot. 
 

# Specify the new image to be used at the next reboot. 

<H3C>boot-loader file cfa0:/main.bin main 

  This command will set the boot file. Continue? [Y/N]:y 

  The specified file will be used as the main boot file at the next reboot on slot 1!  

<H3C> 

# Display information about the image to be used at the next reboot . 

<H3C>display boot-loader 

  The boot file used this time:cfa0:/main.bin attribute: main 

  The boot file used next time:cfa0:/main.bin attribute: main 

  The boot file used next time:cfa0:/backup.bin attribute: backup 

  Failed to get the secure boot file used next time! 

<H3C> 

Restoring the system software image, configuration file, and web configuration file 

 

 NOTE:  

The restore procedures for the system software image file, configuration file, and web 

configuration file are similar. This section restores the system software image file as an 

example.  
 

# Download the system software image file main.bin from the FTP server to the AC, and 

save it as main.bin. 

[ftp]get main.bin main.bin 

cfa0:/main.bin has been existing. Overwrite it?[Y/N]:y 

227 Entering passive mode (192,168,0,1,6,231). 

125 Using exiting data connection……… 

226 Closing data connection; File transfer successful.  

FTP: 39906852  byte(s) received in 49.236 second(s) 731.00K byte(s)/sec. 

Displaying all files 

# Display all files in the file system. 

<H3C> dir 

Directory of cfa0:/ 

   0     -rw-  39906852  Nov 11 2011 09:56:54   main.bin 

   1     -rw-       987  Nov 11 2011 09:20:50   startup.cfg 

   2     -rw-       298  Nov 11 2011 09:20:50   system.xml 

38913 KB total (235538 KB free) 

<H3C> 

Deleting files 

# Delete the configuration file startup.cfg. 
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<H3C>delete /unreserved startup.cfg                                              

The contents cannot be restored!!! Delete cfa0:/startup.cfg?[Y/N]:y             

Deleting a file permanently will take a long time. Please wait...                

%Delete file cfa0:/startup.cfg...Done.                                          

<H3C> 

Upgrading software in the web interface 
You can use the following default settings to log in to the web interface through HTTP:  

 Username—admin 

 Password—admin 

 IP address of VLAN-interface 1—192.168.0.100/24. 

To log in to the web interface of the AC from a PC: 

1. Configure an IP address, such as 192.168.0.1/24, for the PC so that the PC can 

communicate with the AC. 

2. Open the browser and input the login information: 

a. Type the IP address http://192.168.0.100 in the address bar and press Enter.  

b. Enter the usernam e and password admin, and the verification code, select the 

language (English and Chinese are supported at present),  and click Login. 

Figure 8 Web user login interface 

  

 

 NOTE:  

Web-based network management supports the following browsers: Microsoft 

Internet Explorer 6.0 SP2, Mozilla Firefox 3.0, Google Chrome 2.0.174.0, and 

their later versions. 
 

3. Select Device > File Managem ent from the navigation tree to view the free space of 

the disk. If the free space is not big enough, remove useless files.  
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Figure 9 File management interface 

  
 

4. Select Device > Device Maintenance from the navigation tree to enter the software 

upgrade configuration page.  

Figure 10 Software upgrade interface 

 

 

5. Click Browse to locate the local upgrade files. After specifying the file type, you can 

select the options If a file with the same name already exists, overwrite it without any 

prompts and Reboot after the upgrade is finished. Click Apply.  
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Figure 11 Software upgrade in progress 

 

 

6. Complete the configuration as described in Table 15.  

Table 15 Configuration items 

Item Description 

File 
Browse for the new system software image. It has the 
extension .bin. 

Filename Set a name for the new system software image. 

File Type 

Set the image type.  

 Main—Main system software image. 

 Backup—Backup system software image. 

If a file with the same name already 
exists, overwrite it  without any prompt. 

Specify whether to overwrite a file with the same name.  

If this option is not selected, when a file with the same 

name exists on the AC, the File already exists prompt is 

displayed and the upgrade cannot begin. 

Reboot after the upgrade is finished. 
Specify whether to reboot the AC so that the new 
software can take effect. 

 

 CAUTION: 

Software upgrade may take a while. Do not perform any operations on the 

web interface when software is being upgraded. Otherwise, the software 

upgrade is interrupted.  
 

Upgrading software from the BootWare 

menu 

Accessing the BootWare menu 
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 NOTE:  

The BootWare menus on all the access controllers are the same. This section uses the 

BootWare menu on a WX6103 as an example. 
 

Upon power-on, the AC runs the BootWare and displays the following information:   

System is starting...                                                            

Press Ctrl+D to access BASIC-BOOTWARE MENU                                       

Booting Normal Extend BootWare..                                                 

The Extend BootWare is self-decompressing.......................                 

Done!                                                                            

                                                                                 

****************************************************************************     

*                                                                          *     

*                    H3C WCMD BootWare, Version 2.00                       *     

*                                                                          *     

****************************************************************************     

Copyright (c) 2004-2013 Hangzhou H3C Technologies Co., Ltd.                      

                                                                                 

Compiled Date       : Jan  6 2013                                                

CPU Type            : XLR732                                                     

CPU L1 Cache        : 32KB                                                       

CPU Clock Speed     : 950MHz                                                     

Memory Type         : DDR2 SDRAM                                                 

Memory Size         : 2048MB                                                     

Memory Speed        : 533MHz                                                     

BootWare Size       : 512KB                                                      

Flash Size          : 4MB                                                        

cfa0 Size           : 1047MB                                                     

CPLD Version        : 004                                                        

PCB Version         : Ver.B                                                      

                                                                                 

                                                                                 

BootWare Validating...                                                           

Press Ctrl+B to enter extended boot menu...                                      

Press Ctrl + B at the prompt within four seconds to access the BootWare menu. If you fail to 

do that within the time limit, the system starts decompressing files, and you must restart the 

AC to access the BootWare menu. 

Press Ctrl+B. The system prompts you to press Enter to continue: 

BootWare password: Not required. Please press Enter to continue. 

Press Enter, the the BootWare menu appears.  

Password recovery capability is enabled.                                         

Note: The current operating device is cfa0                                       

Enter < Storage Device Operation > to select device.                             

                                                                                 

===========================<EXTEND-BOOTWARE MENU>===========================     

|<1> Boot System                                                           |     
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|<2> Enter Serial SubMenu                                                  |     

|<3> Enter Ethernet SubMenu                                                |     

|<4> File Control                                                          |     

|<5> Restore to Factory Default Configuration                              |     

|<6> Skip Current System Configuration                                     |     

|<7> BootWare Operation Menu                                               |     

|<8> Clear Super Password                                                  |     

|<9> Storage Device Operation                                              |     

|<0> Reboot                                                                |     

============================================================================     

Ctrl+Z: Access EXTEND-ASSISTANT MENU                                             

Ctrl+F: Format File System                                                       

Enter your choice(0-9):                                                          

Table 16 BootWare menu options 

Item Description 

<1> Boot System Boot the system.  

<2> Enter Serial SubMenu 
Access the Serial submenu (see 错误！未找到引用源。 ) for 

pgrading system software through the console port or 
changing the serial port settings.  

<3> Enter Ethernet SubMenu 
Access the Ethernet submenu (see 错误！未找到引用源。) 

or upgrading system software through an Ethernet port 

or changing Ethernet settings.  

<4> File Control 
Access the File Control submenu to retrieve and 
manage the files stored on the AC. 

<5> Modify BootWare Password 
Modify the BootWare password. For security, H3C 
recommends you set a BootWare password the first time 

you access the AC.  

<6> Skip Current System Configuration 

Start the AC with the factory default configuration. This is 
a one-time operation and does not take effect at the 

next reboot. You use this option when you forget the 
console login password. 

<7> BootWare Operation Menu 

Access the BootWare Operation menu for backing up, 
restoring, or upgrading BootWare. When you upgrade 

the system software, BootWare is automatically 

upgraded. H3C does not recommend upgrading 

BootWare separately. This document does not cover 
using the BootWare Operation menu.  

<8> Clear Super Password 

Clear all super passwords used for switching to higher 
user privilege levels.  

By default, no super password is required for switching to 
a higher user privilege level.  

This operation takes effect only for the first reboot of the 
AC. the super password is restored when the AC is 

rebooted for a second time. 

<9> Storage Device Operation 
Access the Storage Device Operation menu to manage 
storage devices. Using this option is beyond this chapter.  

<0> Reboot Restart the AC. 
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Using TFTP/FTP to upgrade software through an Ethernet 

port 
 

 CAUTION: 

 If the name you enter for the new image is the same as an image in the CF card, the 

system prompts "The file main.bin exists,Overwrite it?". If you select Y, the new image 

overwrites the current image. In this example, the new image main.bin overwrites the M 

type image with the same name. 

 Check whether the free storage space is enough. If not, delete useless files to store the 

new image. 
 

1. Enter 3 in the BootWare menu to access the Ethernet submenu.  

============================<Enter Ethernet SubMenu>====================== 

|Note:the operating device is cfa0                                      | 

|<1> Download Application Program To SDRAM And Run                       | 

|<2> Update Main Application File                                        | 

|<3> Update Backup Application File                                      | 

|<4> Update Secure Application File                                      | 

|<5> Modify Ethernet Parameter                                           | 

|<0> Exit To Main Menu                                                   | 

|<Ensure The Parameter Be Modified Before Downloading!>                  | 

========================================================================== 

Enter your choice(0-5): 

Table 17 Ethernet submenu options 

Item Description 

<1> Download Application Program To SDRAM 
And Run 

Download a system software image to the 
SDRAM and run the image. 

<2> Update Main Application File Update the main system software image.  

<3> Update Backup Application File Update the backup system software image.  

<4> Update Secure Application File Update the secure system software image.  

<5> Modify Ethernet Parameter Modify network settings. 

<0> Exit To Main Menu Return to the BootWare menu. 

 

2. Enter 5 to configure the network settings.  

============================<ETHERNET PARAMETER SET>====================== 

|Note:       '.' = Clear field.                                          | 

|            '-' = Go to previous field.                                 | 

|          Ctrl+D = Quit.                                                | 

========================================================================== 

Protocol (FTP or TFTP) :tftp 

Load File Name         :main.bin 

Target File Name       :main.bin 

Server IP Address      :192.168.0.1 

Local IP Address       :192.168.0.100 
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Gateway IP Address     : 

FTP User Name          : 

FTP User Password      : 

Table 18 Network parameter fields and shortcut keys  

Field Description 

'.' = Clear field  Press a dot (.) and then Enter to clear the setting for a field.  

'-' = Go to previous field 
Press a hyphen (-) and then Enter to return to the previous 
field.  

Ctrl+D = Quit Press Ctrl + D to exit the Ethernet Parameter Set menu.  

Protocol (FTP or TFTP) Set the file transfer protocol to FTP or TFTP. 

Load File Name Set the name of the file to be downloaded.  

Target File Name 
Set a file name for sav ing the file on the AC. By default, the 
target file name is the same as the source file name.  

Server IP Address 
Set the IP address of the FTP or TFTP server. If a mask must be 
set, use a colon (:) to separate the mask length from the IP 

address. For example, 192.168.80.10:24. 

Local IP Address Set the IP address of the AC.  

Gateway IP Address 
Set a gateway IP address if the AC is on a different network 

than the server.  

FTP User Name 
Set the username for accessing the FTP server. This username 
must be the same as configured on the FTP server. This field is 
not available for TFTP.  

FTP User Password 
Set the password for accessing the FTP server. This password 
must be the same as configured on the FTP server. This field is 

not available for TFTP.  

 

3. Select an option in the Ethernet submenu to update a system software image. In this 

example, enter 2 to update the main system software image. 

Loading..........................................................................

.................................................................................

...........................................Done! 

39906852 bytes downloaded! 

Updating File cfa0:/main.bin..................................................... 

.................................................................................

.................................................................................

.................................................................................

.................................................................................

.................................................................................

.................................................................................

.................................................................................

.............................................................................. ...

.....................Done! 

4. Enter 0 to return to the BootWare menu and press 1 to boot the system with the new 

image. 
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Using XMODEM to upgrade software through the 

console port 

1. Connect the console port of the AC to the PC that stores the new system software 

image. 

2. Enter 2 in the BootWare menu to access the Serial submenu.  

=============================<Enter Serial SubMenu>====================== 

|Note:the operating device is cfa0                                      | 

|<1> Download Application Program To SDRAM And Run                       | 

|<2> Update Main Application File                                        | 

|<3> Update Backup Application File                                      | 

|<4> Update Secure Application File                                      | 

|<5> Modify Serial Interface Parameter                                   | 

|<0> Exit To Main Menu                                                   | 

========================================================================== 

Enter your choice(0-5): 

Table 19 Serial submenu options 

Item Description 

<1> Download Application Program To SDRAM 
And Run 

Download a system software image to 
SDRAM through the serial port and run the 

image. 

<2> Update Main Application File Update the main system software image.  

<3> Update Backup Application File Update the backup system software image.  

<4> Update Secure Application File Update the secure system software image.  

<5> Modify Serial Interface Parameter Modify serial port parameters 

<0> Exit To Main Menu Return to the BootWare menu. 

 

3. Select an appropriate baud rate for the console port. For example, enter 5 to select 

115200 bps.  

=================================<BAUDRATE SET>=========================== 

|Note:'*'indicates the current baudrate                                  | 

|     Change The HyperTerminal's Baudrate Accordingly                    | 

|---------------------------<Baudrate Avaliable>-------------------------  

|<1> 9600(Default)*                                                      | 

|<2> 19200                                                               | 

|<3> 38400                                                               | 

|<4> 57600                                                               | 

|<5> 115200                                                              | 

|<0> Exit                                                                | 

========================================================================== 

Enter your choice(0-5): 

The following messages appear:  
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Baudrate has been changed to 115200 bps. 

Please change the terminal's baudrate to 115200 bps, press ENTER when ready. 

4. Select Call > Disconnect in the HyperTerminal window to disconnect the terminal from 

the AC. 

Figure 12 Disconnect the terminal connection 

 

 

 NOTE:  

If the baud rate of the console port is 9600 bps, jump to step 错误！未找到引用源。. 
 

5. Select File > Properties, and in the Switch Properties dialog box, click Configure. 

Figure 13 Properties dialog box 

 

 

6. Select 115200 from the Bits per second list and click OK.  
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Figure 14 Modify the baud rate 

 
 

7. Select Call > Call to reestablish the connection. 

Figure 15 Reestablish the connection 

 

 

8. Press Enter.  

The following menu appears:  

The current baudrate is 115200 bps 

===============================<BAUDRATE SET>=============================== 

|Note:'*'indicates the current baudrate                                    | 

|     Change The HyperTerminal's Baudrate Accordingly                      | 

|---------------------------<Baudrate Available>---------------------------| 

|<1> 9600(Default)                                                         | 

|<2> 19200*                                                                | 

|<3> 38400                                                                 | 

|<4> 57600                                                                 | 

|<5> 115200                                                                | 

|<0> Exit                                                                  | 

============================================================================ 
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Enter your choice(0-5): 

9. Enter 0 to return to the Serial submenu.  

===========================<Enter Serial SubMenu>===========================     

|Note:the operating device is cfa0                                        |     

|<1> Download Application Program To SDRAM And Run                         |     

|<2> Update Main Application File                                          |     

|<3> Update Backup Application File                                        |     

|<4> Update Secure Application File                                        |     

|<5> Modify Serial Interface Parameter                                     |     

|<0> Exit To Main Menu                                                     |     

============================================================================     

Enter your choice(0-5): 

10. Enter 2 to update the main system software image. 

Please Start To Transfer File, Press <Ctrl+C> To Exit. 

Waiting ...CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC 

11. Select Transfer > Send File in the HyperTerminal window.  

Figure 16 Transfer menu 

 

 

12. In the dialog box that appears, click Browse to select the new image main.bin, and 

select Xmodem from the Protocol list. 

Figure 17 File transmission dialog box 

 

 

13. Click Send. The following dialog box appears: 
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Figure 18 File transfer progress 

 

 

14. When the Serial submenu appears after the file transfer is complete, enter 0 at the 

prompt to return to the BootWare menu.  

Download successfully! 

20897400 bytes downloaded! 

Input the File Name:main.bin 

Updating File cfa0:/main.bin.............................................. 

.....................................................Done! 

15. Change the baud rate of the terminal to 9600 bps and reboot the AC. 
 

 NOTE:  

 The nam e, size, and path of the file in the figure vary depending on different situations. 

Before you upgrade software, check the current BootWare version and system software 

image version. 

 If you are using a download rate other than 9600 bps, change the baud rate of the 

terminal to 9600 bps after software upgrade is complete to prevent that prompt 

information cannot be displayed when the AC is rebooted.  

 Upgrading software through the console port is lower than upgrading through an 

Ethernet port, so the latter method is recommended.  
 

Managing files 
Enter 4 in the BootWare menu to enter the following file control menu where you can 

display files, set system software image type, and delete files.  

===============================<File CONTROL>===============================     

|Note:the operating device is cfa0                                         |     

|<1> Display All File(s)                                                   |     

|<2> Set Application File type                                             |     
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|<3> Set Configuration File type                                           |     

|<4> Delete File                                                           |     

|<0> Exit To Main Menu                                                     |     

============================================================================     

Enter your choice(0-4): 

Displaying files 

Enter 1 in the file control menu to display all files.  

Display all file(s) in cfa0: 

 'M' = MAIN      'B' = BACKUP      'S' = SECURE      'N/A' = NOT ASSIGNED 

========================================================================== 

|NO. Size(B)   Time                 Type   Name                          | 

|1   39906852  Nov/11/2011 09:59:34 M      cfa0:/main.bin                | 

|2    987      Nov/14/2011 14:23:24 N/A    cfa0:/startup.cfg             | 

|3    177      Nov/14/2011 14:23:20 N/A    cfa0:/system.xml              | 

========================================================================== 

Setting system software image type 

System software image file attributes include main (M), backup (B), and secure (S). You 

can store only one main image, one backup image, and one s ecure image on the AC. A 

system software image can have any combination of the M, B, and S attributes. If the file 

attribute you are assigning has been assigned to an image, the assignment removes the 

attribute from that image. The image is marked as N/A i f it has only that attribute.  

For example, the file main.bin has the M attribute and the file update.bin has the S attribute. 

After you assign the M attribute to update.bin, the type of update.bin changes to M+S and 

the type of main.bin changes to N/A. 
 

 NOTE:  

You cannot change the type for a secure system software image. 
 

1. Enter 2 in the file control menu. The following information appears.  

'M' = MAIN      'B' = BACKUP      'S' = SECURE      'N/A' = NOT ASSIGNED 

========================================================================== 

|NO. Size(B)   Time                 Type   Name                          | 

|1   39906852  Nov/11/2011 09:59:34 M      cfa0:/main.bin                | 

|0   Exit                                                                | 

======================================================================== 

Enter file No: 

2. Enter the number of the target image. The following information appears.  

Modify the file attribute: 

========================================================================== 

|<1> +Main                                                               | 

|<2> -Main                                                               | 

|<3> +Backup                                                             | 

|<4> -Backup                                                             | 

|<0> Exit                                                                | 

========================================================================== 
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Enter your choice(0-4): 

3. Enter a number from 1 to 4 to set a type for the image. The following information 

appears. ("-Main" or "-Backup" means to remove the main or backup attribute of the 

file. "+Main" or "+Backup" means to set the image as the main or backup system 

software image.) 

Set the file attribute success! 

Setting configuration file type 

Configuration file attributes include main (M), backup (B), and secure (S). You can store 

only one main configuration file, one backup configuration file, and one secure 

configuration file on the AC. A configuration file can have any combination of the M, B, 

and S attributes. If the file attribute you are assigning has been assigned to a configuration 

file, the assignment removes the attribute from that configuration file. The configuration file 

is marked as N/A if it has only that attribute.  

For example, the file startup.cfg has the M attribute and the file backup.cfg has the S 

attribute. After you assign the M attribute to backup.cfg, the type of backup.cfg changes 

to M+S and the type of startup.cfg changes to N/A. 
 

 NOTE:  

You cannot change the type for a secure system software image. 
 

1. Enter 3 in the file control menu. The following information appears.  

'M' = MAIN      'B' = BACKUP      'S' = SECURE      'N/A' = NOT ASSIGNED 

========================================================================== 

|NO. Size(B)   Time                 Type   Name                          | 

|1   1194      Nov/11/2011 09:59:34 M      cfa0:/ startup.cfg            | 

|0   Exit                                                                | 

======================================================================== 

Enter file No: 

2. Enter the number of the target image. The following information appears.  

Modify the file attribute: 

========================================================================== 

|<1> +Main                                                               | 

|<2> -Main                                                               | 

|<3> +Backup                                                             | 

|<4> -Backup                                                             | 

|<0> Exit                                                                | 

========================================================================== 

Enter your choice(0-4): 

3. Enter a number from 1 to 4 to set a type for the image. The following information 

appears. ("-Main" or "-Backup" means to remove the main or backup attribute of the 

file. "+Main" or "+Backup" means to set the configuration file as the main or backup 

configuration file.) 
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Deleting files 

1. Enter 4 in the file control menu. The following information appears.  

Deleting the file in cfa0: 

 'M' = MAIN      'B' = BACKUP      'S' = SECURE      'N/A' = NOT ASSIGNED 

========================================================================== 

|NO. Size(B)   Time                 Type   Name                          | 

|1   39906852  Nov/11/2011 09:59:34 M      cfa0:/main.bin                | 

|2    987      Nov/14/2011 14:23:24 N/A    cfa0:/startup.cfg             | 

|3    177      Nov/14/2011 14:23:20 N/A    cfa0:/system.xml              | 

|0   Exit                                                                | 

========================================================================== 

Enter file No: 

2. Enter the number of the target file. The following information appears. Type Y to delete 

it. 

The file you selected is cfa0:/startup.cfg,Delete it? [Y/N]Y 

Deleting........Done! 

Dealing with password loss 
This section describes how to handle common password loss situations. 

BootWare password loss 

If you have forgotten the BootWare password, contact your local dealer. The technical 

support staff will help you log in to the system and set a new password.  

To change the BootWare password, enter the BootWare menu, select 5, and follow the 

instructions. The following information is displayed on the terminal:  

please input old password: 

Please input new password: 

Please input new password again: 

Password Set Successfully. 

 

 NOTE:  

 Once you enter a wrong old password or different new passwords, the password 

modification operation fails and the system exits this operation.  

 A BootWare password can contain up to 32 characters, including printable characters 

such as letters, numerals, and punctuations. 
 

Login password loss 

If you forget the login password, you can set a new password by following these steps:  

1. Select 6 from the BootWare menu to start the system without loading the system 

configuration.  
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The following information appears:  

Flag Set Success. 

2. When the BootWare menu appears again, select 0 to restart the system.  

System starts booting … 

3. Copy the configuration file to a PC through TFTP or FTP, and use a text editor to delete 

the login password setting in the configuration file. 

4. Copy the modified configuration file to the AC. 

5. Set the configuration file to be used at the next startup. 

<H3C>system-view 

<H3C>startup saved-configuration startup.cfg 

Please wait ... 

... Done! 

6. Restart the AC and set a new password. 

<H3C>system-view 

[H3C]user-interface aux 0 

[H3C-ui-aux0]authentication-mode password 

[H3C-ui-aux0]set authentication password cipher 123456 

7. Save the new configuration.  

<H3C> save 

 

 NOTE:  

After you modify the login password, use the save command to save it. 
 

Super password loss 

The super password allows you to switch between four super levels. Without the super 

password, you cannot perform higher-privilege operations.  

To clear the super password, select 8 from the BootWare menu. 
 

 NOTE:  

 After selecting 8 and restarting the AC, you will directly enter system view. 

 This setting works only once. When the AC is restarted next time, the super password is 

restored.  
 

Handling upgrade failures 
If a software upgrade fails, the system runs the old software version. To handle a software 

failure:  

1. Check that the physical connections are correct. 

2. If you are using the console port for file transfer, check that the HyperTerminal settings 

(including the baud rate and data bits) are correct. 
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3. Check the file transfer settings: 

 To use a baud rate other than 9600 bps when XMODEM is used, you must set the 

same baud rate for both the terminal and the console port.  

 If TFTP is used, you must set the same server IP address, file name, and working 

directory on both the TFTP client and the TFTP server.  

 If FTP is used, you must set the same FTP server IP address, source file name, working 

directory, and FTP username and password on both the FTP client and the FTP 

server.  

4. Check that the FTP or TFTP server configuration is correct. 

5. Check that the storage device has sufficient space to store the new image. 

6. If the message "Something is wrong with the file" appears, check the file to remove the 

problem. 

Upgrade guidelines for the AC 
After you upgrade a WX6103 from the version WX6103-CMW520-R2109P01 or earlier, the 

system automatically upgrades the complex programmable logic device (CPLD) for both 

the access control engine and sw itching engine. To make the new CPLD version effective, 

you must reboot the WX6103 again.  

The switching engine upgrades CPLD later than the access controller engine because the 

switching engine boots up after the access control engine is booted. Be sure t o reboot the 

WX6103 only after the switching engine is booted (you can log in from the access control 

engine to the switching engine through OAP); otherwise, the switching engine may be 

damaged. 

Upgrade guidelines for fit Aps 
 

 WARNING! 

If the system software image file of the fit AP is lost or corrupt, the fit AP cannot 

be booted. In this case, the fit AP automatically downloads the software 

image file through LWAPP from the AC. Make sure the memory space on the 

Flash is enough. Otherwise, the fit AP automatically formats the Flash. 
 

WA2100 

To upgrade the software for a WA2100 that uses a version earlier than R1106P03, the AC 

must have two images, one facility image named wa2100_update.bin and the other 

software image named wa2100.bin. When the WA2100 associates with the AC, it will 

download the facility image and then the software image to complete upgrade.  
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The facility image is released with other version files by default. If this image does not exist 

on the AC, upload it to the AC, and make sure the image name is wa2100_update.bin. 

WA2200 
To upgrade the software for a WA2200 that uses a version earlier than R1109P01, the AC 

must have two images, one facility image named wa2200_update.bin and the other 

software image named wa2200.bin. When the WA2200 associates with the AC, it will 

download the facility image and then the software image to complete upgrade.  

The facility image is released with other version files by default. If this image does not exist 

on the AC, upload it to the AC, and make sure the image name is wa2200_update.bin. 
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	Related documentation
	Documentation set
	Obtaining documentation
	1. Go to  http://www.h3c.com/portal/Technical_Documents.
	2. Choose the desired product category and model.
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	Appendix B Software upgrade guide
	System software images
	Upgrade methods
	Upgrade prerequisites
	Setting up a configuration environment
	Setting terminal parameters
	1. Select Start > All Programs > Accessories > Communications > HyperTerminal.
	2. Enter the name of the new connection in the Name field and click OK.
	3. Select the serial port to be used from the Connect using list, and click OK.
	4. Set Bits per second to 9600, Data bits to 8, Parity to None, Stop bits to 1, and Flow control to None, and click OK.
	5. Select File > Properties in the HyperTerminal window.
	6. On the Settings tab, set the emulation to VT100 or Auto detect and click OK.

	Configuring the switch and the LSWM1WCM10
	1. Perform the following configuration on an S7500E switch where the LSQM1WCMB0 resides:
	2. Perform the following configuration on the LSQM1WCMB0:
	3. Verify the configuration:


	Upgrading software from the CLI
	Upgrading software through TFTP
	Backing up the system software image, configuration file, and web configuration file
	Upgrading system software
	Restoring the system software image, configuration file, and web configuration file
	Displaying all files
	Deleting files

	Upgrading software through FTP
	Backing up the system software image, configuration file, and web configuration file
	Upgrading system software
	Restoring the system software image, configuration file, and web configuration file
	Displaying all files
	Deleting files


	Upgrading software in the web interface
	1. Configure an IP address, such as 192.168.0.1/24, for the PC so that the PC can communicate with the AC.
	2. Open the browser and input the login information:
	a. Type the IP address http://192.168.0.100 in the address bar and press Enter.
	b. Enter the username and password admin, and the verification code, select the language (English and Chinese are supported at present), and click Login.
	3. Select Device > File Management from the navigation tree to view the free space of the disk. If the free space is not big enough, remove useless files.
	4. Select Device > Device Maintenance from the navigation tree to enter the software upgrade configuration page.
	5. Click Browse to locate the local upgrade files. After specifying the file type, you can select the options If a file with the same name already exists, overwrite it without any prompts and Reboot after the upgrade is finished. Click Apply.
	6. Complete the configuration as described in Table 15.

	Upgrading software from the BootWare menu
	Accessing the BootWare menu
	Using TFTP/FTP to upgrade software through an Ethernet port
	1. Enter 3 in the BootWare menu to access the Ethernet submenu.
	2. Enter 5 to configure the network settings.
	3. Select an option in the Ethernet submenu to update a system software image. In this example, enter 2 to update the main system software image.
	4. Enter 0 to return to the BootWare menu and press 1 to boot the system with the new image.

	Using XMODEM to upgrade software through the console port
	1. Connect the console port of the AC to the PC that stores the new system software image.
	2. Enter 2 in the BootWare menu to access the Serial submenu.
	3. Select an appropriate baud rate for the console port. For example, enter 5 to select 115200 bps.
	4. Select Call > Disconnect in the HyperTerminal window to disconnect the terminal from the AC.
	5. Select File > Properties, and in the Switch Properties dialog box, click Configure.
	6. Select 115200 from the Bits per second list and click OK.
	7. Select Call > Call to reestablish the connection.
	8. Press Enter.
	9. Enter 0 to return to the Serial submenu.
	10. Enter 2 to update the main system software image.
	11. Select Transfer > Send File in the HyperTerminal window.
	12. In the dialog box that appears, click Browse to select the new image main.bin, and select Xmodem from the Protocol list.
	13. Click Send. The following dialog box appears:
	14. When the Serial submenu appears after the file transfer is complete, enter 0 at the prompt to return to the BootWare menu.
	15. Change the baud rate of the terminal to 9600 bps and reboot the AC.


	Managing files
	Displaying files
	Setting system software image type
	1. Enter 2 in the file control menu. The following information appears.
	2. Enter the number of the target image. The following information appears.
	3. Enter a number from 1 to 4 to set a type for the image. The following information appears. ("-Main" or "-Backup" means to remove the main or backup attribute of the file. "+Main" or "+Backup" means to set the image as the main or backup system soft...

	Setting configuration file type
	1. Enter 3 in the file control menu. The following information appears.
	2. Enter the number of the target image. The following information appears.
	3. Enter a number from 1 to 4 to set a type for the image. The following information appears. ("-Main" or "-Backup" means to remove the main or backup attribute of the file. "+Main" or "+Backup" means to set the configuration file as the main or backu...

	Deleting files
	1. Enter 4 in the file control menu. The following information appears.
	2. Enter the number of the target file. The following information appears. Type Y to delete it.


	Dealing with password loss
	BootWare password loss
	Login password loss
	1. Select 6 from the BootWare menu to start the system without loading the system configuration.
	2. When the BootWare menu appears again, select 0 to restart the system.
	3. Copy the configuration file to a PC through TFTP or FTP, and use a text editor to delete the login password setting in the configuration file.
	4. Copy the modified configuration file to the AC.
	5. Set the configuration file to be used at the next startup.
	6. Restart the AC and set a new password.
	7. Save the new configuration.

	Super password loss

	Handling upgrade failures
	1. Check that the physical connections are correct.
	2. If you are using the console port for file transfer, check that the HyperTerminal settings (including the baud rate and data bits) are correct.
	3. Check the file transfer settings:
	4. Check that the FTP or TFTP server configuration is correct.
	5. Check that the storage device has sufficient space to store the new image.
	6. If the message "Something is wrong with the file" appears, check the file to remove the problem.
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